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[Practice Name]

HIPAA POLICIES AND PROCEDURES MANUAL

INTRODUCTION

This manual was created to incorporate all of the policies and procedures in place for the employees and business associates of [Practice Name].  These policies and procedures are reviewed annually.  Training is provided to all employees and business associates when policies and procedures change.  You are required to sign an acknowledgment that you have reviewed and understand these policies and procedures.  It is the overall policy of [Practice Name] to comply with all Federal and State mandates regarding Privacy and Security of Health Information.  The remainder of this Introduction provides background information on HIPAA to enhance your understanding of the law and our Policies and Procedures.

A. What is the HIPAA Privacy Rule? 

To improve the efficiency and effectiveness of the health care system, the Health Insurance Portability and Accountability Act of 1996 (“HIPAA”) was enacted by Congress. HIPAA included what are called “Administrative Simplification” provisions that required the U.S. Department of Health and Human Services (“HHS”) to adopt national standards for electronic health care transactions, such as health care claims that are filed electronically. Because advances in electronic technology could make it difficult to protect the privacy of health information, Congress mandated the adoption of the HIPAA Standards for Privacy of Individually Identifiable Health Information (“Privacy Rule” or “Rule”). Congress subsequently enacted the HIPAA Security Rule and, more recently, the Health Information Technology for Economic and Clinical Health (HITECH) Act. In addition, the state has enacted laws regarding data security breach notification and protected use and disclosure of Social Security numbers (see our Practice’s Data Breach Notification Policy). All of these laws impact our use and disclosure of patient information. The Privacy Rule establishes national protection for the privacy of protected health information (“PHI”), and applies to three types of HIPAA covered entities: health plans, health care clearinghouses, and health care providers, like our Practice. The Rule requires that Covered Entities implement policies and procedures to protect and guard against the misuse of protected health information. This Policy Manual reflects our commitment to compliance with the Privacy Rule. The Rule does not replace Federal, State, or other laws that give individuals even greater privacy protections, and our policies and procedures are designed to maintain more stringent protections that exist under such laws.

B.
What is the HIPAA Security Rule?
The Security Standards for the Protection of Electronic Protected Health Information, commonly known as the HIPAA Security Rule, establishes national standards for securing patient data that is stored or transferred electronically.

The rule requires the placement of safeguards, both physical and electronic, to ensure the secure passage, maintenance and reception of protected health information (PHI). When addressing the risks and vulnerabilities associated with PHI and electronic protected health information (ePHI), there are three key questions health care organizations should ask.
· Can you identify the sources of ePHI and PHI within your organization, including all PHI that you create, receive, maintain or transmit?
· What are the external sources of PHI?

· What are the human, natural, and environmental threats to information systems that contain EPHI and PHI?
Enforced by the Office for Civil Rights (OCR) within the U.S. Department of Health and Human Services (HHS), the HIPAA Security Rule aims to protect patient security while still allowing the health care industry to advance technologically.

C. Who is our Privacy/Security Officer?
Both the Privacy Rule and the Security Rule of HIPAA require that we designate a person or persons who will serve as our “Privacy Officer” and “Security Officer” who is responsible for the development and implementation of our privacy policies and procedures. We must also designate a person to serve as the contact person responsible for receiving complaints under the Privacy/Security Rule and who can make further information available to patients about matters covered by our Notice of Privacy Practices. We have designated our Karen as the Privacy/Security Officer for our Practice, to be responsible for the development and implementation of our privacy policies and procedures, and to answer questions regarding HIPAA as well as oversee handling of any complaints or audits of our protected health information.

D. How do I know what some of the key terms mean?
Definitions of some key terms are in our HIPAA Policy and Procedure Manual. The Glossary (Section 2 of the Manual) explains many terms used in the Manual. Every staff person should review and consult the Glossary when reviewing or consulting this Policy Manual.   If you have any questions, please contact Karen to gain clarification.

E. What does HIPAA Privacy mean to our Practice and our Practice Personnel? 

Each member of our Practice, both employees and Business Associates, needs to understand what our basic HIPAA Policies and Procedures are and how to request help if further information is needed. We will make a copy of our Policy Manual available to each member of our Practice Personnel and require that each member review the policies and our Notice of Privacy Practices. If the Privacy Rule changes, or new guidance is issued that requires a change in our Policy Manual, we will have each member of our Practice Personnel review the changed policies. Together we will commit to providing quality health care to our patients, while maintaining the privacy and security of their protected health information.

[Practice Name]

HIPAA GLOSSARY OF TERMS

Business Associates
Anyone who has access to patient information, whether directly, indirectly, physically or virtually. Additionally, any organization that provides support in the treatment, payment or operations is considered a business associate, i.e. an IT company or a billing and claims processing company. Other examples include a document destruction company, a telephone service provider, accountant or lawyer. The business associates also have the responsibility to achieve and maintain HIPAA compliance in terms of all of the internal, administrative and technical safeguards. A business associate does not work under the covered entity’s workforce, but instead performs some type of service on their behalf.

Business Associate Agreement
The agreement standard document that clearly defines the roles and responsibilities of a business associate and the covered entity. The other key piece of the Business Associate Agreement is the assurance that businesses will take proper steps to implement the appropriate administrative, physical and technical safeguards.

Covered Entities (CE)
Anyone who provides treatment, payment and operations in healthcare. It could include a doctor’s office, dental office, clinics, psychologist, nursing home, pharmacy, hospital or home healthcare agency. This also includes health plans, health insurance companies, HMOs, company health plans and government programs that pay for health care. Health clearing houses are also considered covered entities.

Electronic Data Interchange (EDI) 
The communication or exchange of business documents between companies via computer.

Electronic Health Records (EHR)
Electronic health records are any electronic record of patient health information generated within a clinical institution or environment, such as a hospital or doctor’s office. This may include medical history, laboratory results, immunizations, demographics, etc.

Electronic Protected Health Information (EPHI)
All individually identifiable health information that is created, maintained or transmitted electronically.

Healthcare Clearinghouse
An organization that standardizes health information. One example is a billing company that processes data from its initial format into a standardized billing format.

Health Information
Patient information collected by a health plan, health care provider, public health authority, employer, healthcare clearinghouse or other organization that falls under covered entity.

Healthcare Insurance Portability and Accountability Act (HIPAA)
Developed in 1996, the acronym HIPAA stands for Healthcare Insurance Portability and Accountability Act. Initially created to help the public with insurance portability, they eventually built administrative simplifications that involved electronic, medical record technology and other components. In addition, they built a series of privacy tools to protect healthcare data.

Health Information Technology for Economic and Clinical Health (HITECH)
In 2009, as part of the American Recovery and Reinvestment Act (ARRA), there was an act within that called HITECH, short for The Health Information Technology for Economic and Clinical Health Act. The act included incentives offered to physicians in private practices, as well as institutional practices to implement and adopt electronic medical records.

In addition to incentives, the act included a series of fines to help enforce HIPAA rules. HITECH also mandated that business associates of covered entities, as well as the covered entities themselves, were responsible for the same level of HIPAA compliance.

HIPAA Audit
A HIPAA audit is based off a set of regulations, standards and implementation specifications. The audit is an analysis that helps to pinpoint the organization’s current state and what steps need to be taken to get the organization compliant.

An evaluation is part of the audit - a company must perform an evaluation and undergo periodic evaluations once a year at minimum. As technology changes, different components are added to an organization’s infrastructure and they should be re-evaluated.

While covered entities need to undergo HIPAA audits, third-party business associates also need to comply. This includes any company that might provide services for a covered entity, for example, an application hosted in a cloud and provided to a covered entity.

HIPAA Violations
If a company fails to comply with HIPAA rules, they are subject to both civil and criminal penalties.

Civil Penalties
Established by the American Recovery and Reinvestment Act of 2009 (ARRA), the tiered civil penalty structure below determines the cause and consequences of the HIPAA breaches. The Secretary of the Department of Health and Human Services has the ability to ultimately determine fines and penalties due to the extent of the violation on a case-by-case basis.

Due Diligence
An organization is in violation, but they have taken every possible step they could have foreseen to prevent that. 

Minimum fine: $100 per incident with annual maximum of $25,000 for repeat violations 

Maximum fine: $50,000 per violation with annual maximum of $1.5 million for repeat violations

Reasonable Cause
The steps have been taken, but something was not addressed. For example, a company went into a HIPAA audit and provided a gap analysis, but something wasn’t addressed yet. The violation is due to reasonable cause and not willful neglect. 

Minimum fine: $1,000 per incident with annual maximum of $100,000 for repeat violations

Maximum fine: $50,000 per incident with annual maximum of $1.5 million for repeat violations

Willful Neglect
There’s two types of willful neglect. The first is when a company clearly ignores the HIPAA law but corrects their mistake within the given amount of time. 

Minimum fine: $10,000 per incident with annual maximum of $1.5 million for repeat violations 

Maximum fine: $50,000 per violation with annual maximum of $1.5 million for repeat violations The second type of willful neglect is when a company ignores the HIPAA law and does not correct their mistake. 

Minimum fine: $50,000 per incident with annual maximum of $250,000 for repeat violations 

Maximum fine: $50,000 per incident with annual maximum of $250,000 for repeat violations

Criminal Penalties
The U.S. Department of Justice established who can be held liable for HIPAA violations due to criminal activity. This includes covered entities and any specified individual working under a covered entity. Anyone who knowingly misuses health information can be fined up to $50,000 including up to a year of imprisonment. More serious offenses call for higher fines and prison time.

Individually Identifiable Health Information
A subset of health information, this includes demographic information about an individual’s health that identifies or can be used to identify the individual. This includes name, address, date of birth, etc.

OCR HIPAA Audit Protocol
Through early 2012, there was no federal standard for third-party auditors to conduct a HIPAA audit. With the publication of the new Office for Civil Rights audit protocol, auditors are able to gain a more consistent direction on how the OCR will conduct HIPAA audits in the future. The new protocol covers requirements found in the HIPAA Security Rule, Privacy Rule and Breach Notification Rule. 

Privacy Rule
The part of the HIPAA rule that addresses the saving, accessing and sharing of medical and personal information of an individual, including a patient’s own right to access.

Protected Health Information (PHI)
This includes any individually identifiable health information collected from an individual by a healthcare provider, employer or plan that includes name, social security number, phone number, medical history, current medical condition, test results and more.

Security Rule
The part of the HIPAA rule that outlines national security standards intended to protect health data created, received, maintained or transmitted electronically.

 

[Practice Name]

ASSIGNED PRIVACY/SECURITY RESPONSIBILITY
[Practice Name] has designated [Name of Privacy Officer] as the Privacy/Security Officer responsible for developing, implementing and maintaining the Practice’s privacy and security policies and procedures regarding the use and disclosure of protected health information (PHI) and for compliance with the HIPAA Privacy Rule.

Terms not defined in this Policy or the HIPAA Compliance Manual Glossary of Terms will have meaning as defined in any related State or Federal privacy law including the Health Insurance Portability and Accountability Act of 1996, Public Law 104-191 (“HIPAA”) and regulations promulgated there under by the U.S. Department of Health and Human Services (“HHS”) at 45 CFR Part 160 and 164, Subparts A and E (“Privacy Regulations” or “Privacy Rule”) and Subparts A and C (“Security Regulations” or “Security Rule”), the Health Information Technology for Economic and Clinical Health Act (“HITECH”) privacy and security provisions of the American Recovery and Reinvestment Act (Stimulus Act) for Long Term Care, Public Law 111-5, the American Recovery and Reinvestment Act of 2009 (“ARRA”), Title XIII and related regulations. 

The Privacy/Security Officer will be responsible for the development and implementation of the privacy policies and procedures of the Practice and will oversee the compliance with the Privacy/Security Rule, including the implementation and oversight of the HIPAA privacy program at their Practice.  The Privacy Officer will report on HIPAA Compliance Program-related matters to the Owners of the Practice or its equivalent at least on an annual basis, or more frequently as needed. 

Duties and Responsibilities: 

The Privacy/Security Officer will have the following responsibilities and duties:

 • Be responsible for developing, implementing, and maintaining Practice policies and procedures regarding the privacy of PHI consistent with legal requirements, including state laws applicable to the Practice. 

• Obtain approval from Practice senior management on the policies and procedures. 

• Be responsible for compliance with the HIPAA Privacy/Security Rule for the Practice.

• Assure the Practice privacy/security policies and procedures are compliant with the HIPAA Privacy/Security Rule, other applicable federal laws and regulations, and applicable State laws and regulations. 

• Work with the legal resources, as necessary to answer all questions regarding the applicability of state privacy-related laws to the Practice. 

• Conduct a regular review of the Practice’s privacy policies and procedures, and inform members of the Practice’s workforce when the Practice HIPAA Privacy and Security policies and procedures have been changed or updated. 

• Assure that the Practice’s business practices are compliant by evaluating procedures against the HIPAA Privacy/Security Rule. 

• Assure that workforce members are compliant by clarifying the Practice’s Privacy/Security policies and procedures when questionable. 

• Receive inquiries and work with [Name of Practice] workforce members to respond to requests for information from the Department of Health and Human Services (HHS) concerning compliance issues and questions. 

• Assure the protection of the confidentiality of PHI, in accordance with the HIPAA Privacy/Security Rule and Practice policies and procedures. 

• Develop and maintain the Practice Notice of Privacy Practices. Assure that the Practice has and maintains appropriate privacy authorization forms and other privacy-related forms, information notices, and materials reflecting current Practice policies, procedures and legal requirements, including state law requirements applicable to the Practice. 

• Develop and maintain a system to document the following, and maintain the documentation for six (6) years: 

· Maintain the Practice privacy policies and procedures, original and as amended, in written or electronic form; 

· If a communication is required by the HIPAA Privacy Rule to be in writing, maintain the writing or an electronic copy as documentation; 

· If an action, activity or designation is required to be documented, maintain a written or electronic record; and 

· Maintain documentation as required under the [Practice Name] HIPAA policy Breach Notification 

· Receive or oversee the receipt of complaints relating to privacy practices and issues. 

· Timely investigate, assess the viability and severity of, respond to, document, and maintain documentation on complaints from patients, employees, business associates, and others relating to the Practice's privacy practices.  If a privacy/security-related complaint is combined with other patient issues, the Privacy/Security Officer will assist the applicable workforce member in responding to the privacy/security-related concerns. 

· Develop a process for receiving, documenting, tracking, investigating, and taking corrective action on all complaints concerning the Practice's privacy policies and procedures (including self-disclosures). 

· Oversee the Practice’s review and response to patient requests to access, amend, or restrict use or disclosure of PHI, for confidential communications, for an accounting of disclosures, and other patient privacy rights. 

· Implement and maintain necessary administrative, technical and physical safeguards for PHI. 

· Conduct or oversee initial and recurrent privacy training for the Practice’s workforce on the Practice’s HIPAA policies and procedures in a timely manner to Practice employees, volunteers, employed medical and professional staff, board members, and other appropriate parties. 

· Assure that the required workforce HIPAA privacy and security training is tracked and documented. 

· Develop and implement a sanction policy for Practice workforce members who violate the HIPAA Privacy Rule or Practice privacy policies and procedures. 

· Provide oversight for activities involving business associates, including Practice: 

· Identification of business associates

· Development and negotiation of business associate agreements (BAAs)

· Implement corrective action to mitigate the harmful effects to individuals whose privacy of PHI has been breached, to the extent feasible, and document such actions. 

· Be responsible for working with Practice to protect whistleblowers, as well as individuals who file complaints or participate in a compliance action, from retaliation or retaliatory actions. 

· Implement and conduct an internal privacy audit/monitoring program, including an evaluation of adherence to Practice privacy policies and procedures by workforce members.

· Perform periodic privacy/security risk assessments of policies, procedures, workforce members responsible for privacy and security oversight, and training programs; analyze whether there are any gaps; and determine timeframes and resources necessary to address gaps. 

· Provide information to the Practice about privacy-related matters, and represent the Practice as the privacy expert when privacy issues or meetings arise. 

· Investigate potential breaches and determine whether there has been a breach of unsecured PHI; notify appropriate parties as outlined in the Breach Notification Procedure. 

[Practice Name]

HIPAA Notice of Privacy Practices
Policy   

[Practice Name] is committed to maintaining and protecting the confidentiality of the individual’s PHI. [Practice Name] is required by federal and state law, including the Health Insurance Portability and Accountability Act (“HIPAA”), to protect the individual’s PHI and other personal information. [Practice Name] is required to provide the individual with this Notice of Privacy Practices about [Practice Name] policies, safeguards, and practices. When [Practice Name] uses or discloses an individual’s PHI, [Practice Name] is bound by the terms of this Notice of Privacy Practices, or the revised notice of Privacy Practices, if applicable.

The [Practice Name] obligations:

[Practice Name] is required by law to:

· Maintain the privacy of PHI (with certain exceptions)
· Give the individual this notice of the [Practice Name] legal duties and privacy practices regarding health information about the individual. 
· Follow the terms of the [Practice Name] notice of Privacy Practice that is currently in effect

Procedures 

How the [Practice Name] may use and disclose PHI:

The following describes the ways the [Practice Name] may use and disclose PHI. Except for the purposes described below, the [Practice Name] will use and disclose PHI only with the individual’s written permission. The individual may revoke such permission at any time by writing to [Practice Name] Compliance Officer   

· For Treatment. The [Practice Name] may use and disclose PHI for the individual’s services. For example, the [Practice Name] may disclose PHI to doctors, nurses, technicians, or other personnel, including people outside the [Practice Name], who are involved in the individual’s medical care and need the information to provide the individual with medical care.

· For Payment. The [Practice Name] nay use and disclose PHI so that the [Practice Name] or others may bill and receive payment from the individual, an insurance company or third party for the treatment and services the individual received. For example, the [Practice Name] may tell the individual’s insurance company about a treatment the individual is going to receive to determine whether the individual’s insurance company will cover the treatment. 

· For Health Care Operations. The [Practice Name] may use and disclose PHI for health care operation purposes. The uses and disclosures are necessary to make sure that all the [Practice Name] patients receive quality care and to operate and manage the [Practice Name] office. For example the [Practice Name] may share information with doctors, residents, nurses, technicians, clerks, and other personnel for quality assurance and educational purposes. The [Practice Name] also may share information with other entities that have a relationship with the individual (for example, the individual’s insurance company and anyone other than the individual who pays for the individual’s services) for the individual’s health care operation activities.

· Appointment reminders, Treatment Alternatives, and Health Related Benefits and Services. The [Practice Name] may use and disclose PHI to contact the individual to remind them that they have an appointment with the [Practice Name]. The [Practice Name] also may use and disclose PHI to tell the individual about treatment alternatives or health-related benefits and services that may be of interest to the individual.
· Third Parties Involved in an Individual’s Care or Payment for an Individual’s Care. When appropriate, the [Practice Name] may share PHI with a person who is involved in the individual’s medical care or payment for the individual’s care, such as the individual’s family or a close friend. The [Practice Name] also may notify the individual’s family about the individual’s location or general condition or disclose such information to an entity (such as Red Cross) assisting in a disaster relief effort.
· Research. Under certain circumstances, the [Practice Name] may use and disclose Phi for research. For example, a research project may involve comparing the health of patients who received one treatment to those who received another, for the same condition. The [Practice Name] will generally ask for the individual’s written authorization before using the individual’s PHI or sharing it with others to conduct research. Under limited circumstances, the [Practice Name] may use and disclose PHI for research purposes without the individual’s permission. Before the [Practice Name] uses or discloses PHI for research without the individual’s permission, the project will go through a special approval process to ensure that research conducted poses minimal risk to the individual’s privacy. The individual’s information will be de-identified. Researchers may contact the individual to see if the individual is interested in or eligible to participate in a study.
SPECIAL SITUATIONS:

· As Required by Law. The [Practice Name] will disclose PHI when required ot do so by international, federal, sate or local law.
· To Avert a Serious Threat to Health or Safety. The [Practice Name] may use and disclose PHI when necessary to prevent a serious threat to the individual’s health and safety or the health and safety of others. Disclosures, however, will be makde only to someone who may be able to help prevent or respond to the threat, such a law enforcement or potential victim.  For example, the [Practice Name] may need to disclose information to law enforcement when a patient reveals participation in a violent crime.
· Business Associates. The [Practice Name] may disclose PHI to the [Practice Name] business associates that perform functions on the [Practice Name] behalf or provide the [Practice Name] with services if the information is necessary for such functions or services. For example, the [Practice Name] may use another company to perform billing services on the [Practice Name] behalf. All of the [Practice Name] business associates are obligated to protect the privacy of the individual’s information and are not allowed to use or disclose any information other than as specified in our contract.
· Lawsuits and Disputes If the individual is involved in a lawsuit or a dispute, the [Practice Name] may disclose PHI in response to a court or administrative order. The [Practice Name] also may disclose PHI in response to a subpoena, discovery request, or other lawful request by someone else involved in the request or to allow the individual to obtain an order protecting the information requested.
· Law Enforcement The [Practice Name] may release PHI if asked by a law enforcement official if the information is: (1) in response to a court order, subpoena, warrant, summons or similar process; (2) limited information to identify or locate a suspect, fugitive, material witness, or missing person; (3) about the victim of a crime even if, under certain very limited circumstances, the [Practice Name] is unable to obtain the individual’s agreement; (4) about a death the [Practice Name] believes may be the result of criminal conduct; (5) about criminal conduct on the [Practice Name] premises; and (6) in an emergency to report a crime, the location of the crime or victims, or the identity, description or location of the person who committed the crime.
USES AND DISCLOSURES THAT REQUIRE THE [Practice Name] TO GIVE THE INDIVIDUAL AN OPPORTUNITY TO OBJECT/OPT OUT:

· Third Parties involved in the Individual’s Care or Payment for Individual’s Care. Unless the individual objects, the [Practice Name] may disclose to a member of the individual’s family, a relative, a close friend or any other person the individual identifies, the individual’s PHI that directly relates to that third party’s involvement in the individual’s health care. If the individual is unable to agree or object to such a disclosure, the [Practice Name] may disclose such information as necessary if the [Practice Name] determines that it is in the individual’s best interest based on the [Practice Name] professional judgment.
INDIVIDUAL’S RIGHTS REGARDING PHI:
The following uses and disclosures of the individual’s PHI will be made only with the individual’s written authorization:

1. Uses and disclosures of PHI for marketing purposes; 

2. Disclosures that constitute a sale of the individual’s PHI; and 

3. Disclosures of psychotherapy notes.

Other uses and disclosures of PHI not covered by this Notice of Privacy Practice or the laws that apply to the [Practice Name] will be made only with the individual’s written authorization. If the individual gives us authorization, the individual may revoke it at any time by submitting a written revocation to [Practice Name] Compliance Office and we will no longer disclose PHI under the authorization. But disclosure that the [Practice Name] made in reliance on an individual’s authorization before the individual revoked it will not be affected by the revocation.

INDIVIDUAL’S RIGHTS REGARDING PHI:

· Right to Inspect and Copy. The individual has a right to inspect and copy PHI that may be used to make decisions about the individual’s care or payment for the individual’s care. This included medical and billing records, other than psychotherapy notes. To inspect and copy the individual’s PHI, the individual must make their request, in writing, to the Department in which their care was provided. The [Practice Name] has up to 30 days to make the individual Phi available to the individual and the [Practice Name] may charge the individual a reasonable fee for the costs of copying, mailing or other supplies associated with the individual’s request. The [Practice Name] may not charge the individual a fee if the individual needs the information for a claim for benefits under the Social Security Act or any other state or federal needs-based benefit program. The [Practice Name] may deny the individual’s request in certain limited circumstances. If the [Practice Name] does deny the individual’s request, the individual has the right to have the denial reviewed by a licensed healthcare professional that was no directly involved in the denial of the individual’s request, and the [Practice Name] will comply with the outcome of the review.
· Right to Get Notice of a Breach.  [Practice Name] is committed to safeguarding the individual’s PHI.  If a breach of the individual’s PHI occurs the [Practice Name] will notify the individual in accordance with state and federal law.
· Right to Amend, Correct or Add an Addendum. If the individual feels that the PHI the [Practice Name] has is incorrect, incomplete, or the individual wishes to add an addendum to the individual’s records, the individual has the right to make such request for as long as the information is kept by or for the [Practice Name] office. The individual must make their request in writing to the Department in which their care was provided. In the case of claims that the information is incorrect, incomplete, or if the record was not created by [Practice Name], the [Practice Name] may deny the individual’s request. However, if the [Practice Name] denies any part of the individual’s request, the [Practice Name] will provide the individual with a written explanation of the reasons for doing so within 60 days of the individual’s request. 
· Right to an Accounting of Disclosures. Individuals have the right to request a list of certain disclosures the [Practice Name] made of PHI for purposes other than treatment, payment, health care operations, and certain other purposes consistent with law, or for which the individual provided written authorization. To request an accounting of disclosure, individuals must make their request, in writing, to the Department in which the individual’s care was provided.  The individual may request an accounting of disclosures for up to the previous six years of services provided before the date of the individual’s request. If more than one request is made during a 12 month period, [Practice Name] may charge a cost based fee. 
· Right to Request Restrictions. Individuals have the right to request a restriction or limitation on the PHI [Practice Name] uses or disclose for treatment, payment, or health care operations. Individuals also have the right to request a limit on the PHI we disclose to someone involved in the individual’s care or the payment for the individual’s care, like a family member or friend. For example, the individual could ask that the [Practice Name] not share information about a particular diagnosis or treatment with the individual’s spouse. To request a restriction, the individual must make their request, in writing, to the Department in which their care was provided. The [Practice Name] is not required to agree to the individual’s request unless the individual is asking us to restrict the use and disclosure of the individual’s PHI to a health plan for payment or health care operation purposes and such information the individual wishes to restrict pertains solely to a health care item or service for which the individual has paid the [Practice Name] Out-of-pocket in full. If the [Practice Name] agrees, the [Practice Name] will comply with the individual’s request unless the information is needed to provide the individual with emergency treatment or to comply with law. If the [Practice Name] does not agree, the [Practice Name] will provide an explanation in writing. 

· Out-of-Pocket Payments If the individual pays out-of-pocket (or in other words, the individual has requested that the [Practice Name] not bill the individual’s health plan) in full for a specific item or service, the individual has the right to ask that the individual’s PHI with respect to that item or service not be disclosed to a health plan for purposes of payment or health care operations, and the [Practice Name] will honor that request. 
· Right to Request Confidential Communications. Individuals have the right to request that the [Practice Name] communicate with them about medical matters in a certain way or at a certain location.  For example, the individual can ask that the [Practice Name] only contact individuals by mail or at work. To request confidential communications, individuals must make their request, in writing, to the Department in which their care was provided.  The individual’s request must specify how or where the individual wishes to be contacted.  The [Practice Name] will accommodate reasonable requests. 
· Right to Choose Someone to Act for the Individual. If the individual gives someone medical power of attorney or if someone is the individual’s legal guardian, that person can exercise the individual’s rights and make choices about the individual’s PHI. The [Practice Name] will use our best efforts to verify that person has authority to act for the individual before the [Practice Name] takes any action.
· Right to a Paper Copy of This Notice of Privacy Practices. Individuals have the right to a paper copy of this Notice of Privacy Practices. Individuals may ask the [Practice Name] to give the individual a copy of this Notice of Privacy Practices at any time. 
CHANGES TO THIS NOTICE OF PRIVACY PRACICES: 
[Practice Name] reserves the right to change this Notice of Privacy Practices and make the new Notice of Privacy Practices apply to PHI the [Practice Name] already has as well as any information the [Practice Name] receives in the future. The [Practice Name] will post a copy of the [Practice Name] current Notice of Privacy Practice at our office. The Notice of Privacy Practices will contain the effective date on the first page, in the top right hand corner. Individuals will be sent information regarding the changes via email or via mail on how they can obtain a new copy. Individuals will be asked to sign off on the new Notice of Privacy Practices at the individual’s next scheduled appointment.

Applicable Regulations


45 C.F.R. § 164.520 


Section 5

[Practice Name]

SAFEGUARDING PATIENT INFORMATION POLICY
Background

In compliance with the Privacy Rule of the Administrative Simplification provisions of the Health Insurance Portability and Accountability Act of 1996 (HIPAA) providers must have in place and implemented policies and procedures to safeguard patients’ (§164.524).  

Policy

It is the policy of [Practice Name] to honor a patient’s right of access to inspect and obtain a copy of their protected health information (PHI) in [Practice Name]’s designated record set, for as long as the PHI is maintained in compliance with HIPAA and [Practice Name]’s retention policy. 

Procedures

1. A patient must make a request to a staff member to access and inspect their protected health information.  Whenever possible, this request shall be made in writing and documented on either the “Authorization for Disclosure” form or in the notes of the patient’s health record.

2. Determination of accessibility of the information shall be based on:

a. Availability of protected patient information (i.e., final completion of information, long term storage, retention practices, etc.)

3. The organization must take action within a reasonable period of time or within 30 days after receipt of the request when the PHI is on-site, and within 60 days when the PHI is off-site.  One 30-day extension is permitted, if the organization provides the patient with a written statement of the reasons for the delay and the date by which the access request will be processed.

4. The organization must document and retain the designated record sets subject to access, and the titles of persons or offices responsible for receiving and processing requests for access.

5. The organization must document and retain the designated record sets subject to access, and the titles of persons or offices responsible for receiving and processing requests for access.

Access, Inspection and/or Copy Request is Granted

6. The patient and the organization will arrange a mutually convenient time and place for the patient to inspect and/or obtain a copy of the requested PHI.  Inspection and/or copying of PHI will be carried out within the organization with staff assistance.

7. The patient may choose to inspect the PHI, copy it, or both, in the form or format requested.  If the PHI is not readily producible in the requested form or format, the organization must provide the patient with a readable hard copy form, or other form as agreed to by the organization and the patient.

a. If the patient chooses to receive a copy of the PHI, the organization may offer to

provide copying services.   The patient may request that this copy be mailed. 

b. If the patient chooses to copy their own information, the organization may

supervise the process to ensure that the integrity of the patient record is 

maintained.

8. Upon prior approval of the patient, the organization may provide a summary of the requested PHI.

9. The organization may charge a reasonable fee for the production of copies or a summary of PHI, if the patient has been informed of such charge and is willing to pay the charge. 

10. If upon inspection of the PHI the patient feels it is inaccurate or incomplete, the patient has the right to request an amendment to the PHI.  The organization shall process requests for amendment as outlined in additional organizational policy/procedures addressing this patient right.

Access, Inspection and/or Copy Request is denied in Whole or in Part

11. The organization must provide a written denial to the patient.  The denial must be in plain language and must contain:
a. The basis for the denial;
b. A statement, if applicable, of the patient’s review rights; and
c. A description of how the patient may complain to the organization or to the Secretary of Health and Human Services.
12. If access is denied because the organization does not maintain the PHI that is the subject of the request, and the organization knows where that PHI is maintained, the organization must inform the patient where to direct the request for access.
13. The organization must, to the extent possible, give the patient access to any other PHI requested, after excluding the PHI as to which the organization has grounds to deny access.

14. If access is denied on a ground permitted under (HIPAA) §164.524, the individual has the right to have the denial reviewed by a licensed health care professional who is designated by the organization to act as a reviewing official and who did not participate in the original decision to deny.  
HIPAA requires release of information in the designated record set  HIPAA does not allow patient access to psychotherapy notes and information compiled in reasonable anticipation of, or for use in, a civil, criminal, or administrative proceeding as long as that data is maintained outside the designated record set.
15. The patient must initiate the review of a denial by making a request for review to the organization.  If the patient has requested a review, the organization must provide or deny access in accordance with the determination of the reviewing professional, who will make the determination within a reasonable period of time.
16. The organization must promptly provide written notice to the patient of the determination of the reviewing professional.  See #10 above for denial requirements.
* * * *



Section 5:1
[Practice Name]

PATIENT RIGHT TO ACCESS, INSPECT AND COPY 

PROTECTED HEALTH INFORMATION
Background

In compliance with the Privacy Rule of the Administrative Simplification provisions of the Health Insurance Portability and Accountability Act of 1996 (HIPAA) providers must have in place and implemented policies and procedures to ensure patients’ right to access, inspect and copy protected health information (§164.524).  

Policy

It is the policy of [Practice Name] to honor a patient’s right of access to inspect and obtain a copy of their protected health information (PHI) in [Practice Name]’s designated record set, for as long as the PHI is maintained in compliance with HIPPA and [Practice Name]’s retention policy. 

Procedures

17. A patient must make a request to a staff member to access and inspect their protected health information.  Whenever possible, this request shall be made in writing and documented on either the “Authorization for Disclosure” form or in the notes of the patient’s health record.

18. Determination of accessibility of the information shall be based on:

a. Availability of protected patient information (i.e., final completion of information, long term storage, retention practices, etc.)

19. The organization must take action within a reasonable period of time or within 30 days after receipt of the request when the PHI is on-site, and within 60 days when the PHI is off-site.  One 30-day extension is permitted, if the organization provides the patient with a written statement of the reasons for the delay and the date by which the access request will be processed.

20. The organization must document and retain the designated record sets subject to access, and the titles of persons or offices responsible for receiving and processing requests for access.

21. The organization must document and retain the designated record sets subject to access, and the titles of persons or offices responsible for receiving and processing requests for access.

Access, Inspection and/or Copy Request is granted
22. The patient and the organization will arrange a mutually convenient time and place for the patient to inspect and/or obtain a copy of the requested PHI.  Inspection and/or copying of PHI will be carried out within the organization with staff assistance.

23. The patient may choose to inspect the PHI, copy it, or both, in the form or format requested.  If the PHI is not readily producible in the requested form or format, the organization must provide the patient with a readable hard copy form, or other form as agreed to by the organization and the patient.

a. If the patient chooses to receive a copy of the PHI, the organization may offer to provide copying services.   The patient may request that this copy be mailed. 

b. If the patient chooses to copy their own information, the organization may

supervise the process to ensure that the integrity of the patient record is 

maintained.

24. Upon prior approval of the patient, the organization may provide a summary of the requested PHI.

25. The organization may charge a reasonable fee for the production of copies or a summary of PHI, if the patient has been informed of such charge and is willing to pay the charge. 

26. If upon inspection of the PHI the patient feels it is inaccurate or incomplete, the patient has the right to request an amendment to the PHI.  The organization shall process requests for amendment as outlined in additional organizational policy/procedures addressing this patient right.

Access, Inspection and/or Copy Request is Denied in Whole or in Part

27. The organization must provide a written denial to the patient.  The denial must be in plain language and must contain:
a. The basis for the denial;
b. A statement, if applicable, of the patient’s review rights; and
c. A description of how the patient may complain to the organization or to the Secretary of Health and Human Services.
28. If access is denied because the organization does not maintain the PHI that is the subject of the request, and the organization knows where that PHI is maintained, the organization must inform the patient where to direct the request for access.
29. The organization must, to the extent possible, give the patient access to any other PHI requested, after excluding the PHI as to which the organization has grounds to deny access.

30. If access is denied on a ground permitted under (HIPAA) §164.524, the individual has the right to have the denial reviewed by a licensed health care professional who is designated by the organization to act as a reviewing official and who did not participate in the original decision to deny.  
HIPAA requires release of information in the designated record set  HIPAA does not allow patient access to psychotherapy notes and information compiled in reasonable anticipation of, or for use in, a civil, criminal, or administrative proceeding as long as that data is maintained outside the designated record set.
31. The patient must initiate the review of a denial by making a request for review to the organization.  If the patient has requested a review, the organization must provide or deny access in accordance with the determination of the reviewing professional, who will make the determination within a reasonable period of time.
32. The organization must promptly provide written notice to the patient of the determination of the reviewing professional.  See #10 above for denial requirements.
* * * *



Section 5:2

[Practice Name]

ACCOUNTING OF DISCLOSURES

Policy  

To ensure patients can receive an accounting of disclosures of their protected health information, not including disclosures for purposes of treatment, payment or health care operations.  Disclosures to business partners must be included in the accounting.  Under the Health Insurance Portability and Accountability Act, covered entities must give patients an accounting of disclosures, if requested.  Patients may request an accounting of disclosures that were made up to six years prior to the date of request.

Procedures

1. Maintain an accounting of disclosures of protected health information on each patient for at least six years.

2. Information that must be must be maintained (tracked) and included in an accounting:

A. Date of disclosure.

B. Name of individual or entity who received the information and their address, if known.

C. Brief description of the protected health information disclosed.

D. Brief statement of the purpose of the disclosure [or a copy of the individual’s written authorization] or a copy of the individual’s written request for disclosure.

E. Multiple disclosures to the same party for a single purpose [or pursuant to a single authorization] may have a summary entry.  A summary entry includes all information (2 A-E) for the first disclosure, the frequency with which disclosures were made, and the date of the last disclosure.

3. Information that is excluded from the accounting and tracking rule are disclosures made:

A. Prior to April 14, 2003 or prior to the entity’s date of compliance with the privacy standards.

B. To law enforcement or correctional institutions as provided in state law.

C. For facility directories.

D. To the individual patient.

E. For national security or intelligence purposes.

F. To people involved in the patient’s care.

G. For notification purposes including identifying and locating a family member

H. For treatment, payment, and healthcare operations.

I. Pursuant to an individual’s authorization.

4. All other disclosures of protected health information must be tracked.  Disclosures are not limited to hard-copy information but any manner that divulges information, including verbal or electronic data release.

5. Disclosures may be tracked by a variety of internal processes that ensure accurate and complete accounting of disclosures.

A. Computerized tracking systems that have the ability to sort by individual and/or date.  

B. Manual logs with one log per patient maintained in the patient’s health record (see sample “Disclosure Log” attached to this policy).
C. Authorization forms maintained in the patient’s health record.

6. All systems must be maintained and accessible for a period of at least six years to meet the requirement of providing an accounting of disclosures for that time period.

7. Disclosures that are not accompanied by a written request must be tracked by alternative computerized or hard-copy mechanisms.

8. A patient may make the request for an accounting in writing or orally.  If the request is made orally, the organization should document such on the general “Authorization” form or a “Request for an Accounting of Disclosures” form (see sample “Request of Accounting of Disclosures” form attached to this policy).  The organization must retain this request and a copy of the written accounting that was provided to the patient, as well as the name/departments responsible for the completion of the accounting.

9. A patient may authorize in writing that the accounting of disclosures be released to another individual or entity.  The request must clearly identify all information required to carry out the request (name, address, phone number, etc.).

10. Provide the individual with an accounting of disclosures within 60 days after receipt of the request.

A. If the accounting cannot be completed within 60 days after receipt of the request, provide the individual with a written statement of the reason for the delay and the expected completion date.  Only one extension of time, 30 days maximum, per request is permitted.

B. Requests can cover a period of up to six years prior to the date of the request.

11. Provide the accounting to the individual at no charge for a request made once during any twelve-month period.  A reasonable fee can be charged for any additional requests made during a twelve-month period provided that the individual is informed of the fee in advance and given an opportunity to withdraw or modify the request.

12. Maintain written requests for an accounting and written accountings provided to an individual for at least six years from the date it was created.

A. Maintain the titles and names of the people responsible for receiving and processing accounting requests for a period of at least six years.

* * * *

Attachments to Policy

· Request for an Accounting of Disclosures

· Disclosure Tracking Log

	REQUEST FOR AN ACCOUNTING OF DISCLOSURES

	PATIENT INFORMATION

Date of Request:  ______________________         Medical Record No.: __________________

Name: ________________________________________  Date of Birth: __________________

Address:  _____________________________________________

                _____________________________________________

Address to send disclosure accounting (if different from above):

                _____________________________________________

                _____________________________________________



	DATES REQUESTED

I would like an accounting of all disclosures for the following time frame.  Please note: the maximum time frame that can be requested is six years prior to the date of your request.
From: ____________________________  To: ________________________________________



	FEES

There is no charge for the first accounting request in a 12-month period.  For subsequent requests in the same 12-month period, the charge is $__________.  I understand that there is (check one):

_____ No fee for this request

_____ A fee for this request in the amount specified above and I wish to proceed.



	RESPONSE TIME

I understand the accounting I have requested will be provided to me within 60 days unless I am notified in writing that an extension of up to 30 days is needed.

______________________________________________              ________________________

Signature of Patient or Legal Representative                                   Date

	FOR HEALTH CARE ORGANIZATION USE ONLY

Date request received: ____________________   Date accounting sent: ___________________

Extension requested:  ____  Yes    ____  No

If yes, give reason: _____________________________________________________________________

Patient notified in writing on this date: __________________

Staff member processing request:  _____________________________________________


	DISCLOSURE TRACKING LOG

Patient Name:                                                    Unit/MR#: 

	Date Received
	Name of Requestor
	Address (If Known)
	Auth

Type
	Purpose of Disclosure
	PHI/Information Disclosed
	Date Disclosed
	Disclosed

By:

	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	

	 
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	

	(Use the above section as a complete record or to record those disclosures made w/o an authorization/written consent; complete fully if requested by patient/representative)

	REQUESTS FOR ACCOUNTING OF DISCLOSURES



	Requested By (Individual/Legal Rep)
	Date Requested
	Date Range Requested
	Staff Member 

Completing Request
	Date Provided

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	(Use the above section to document accounting requests when a copy of this disclosure log is provided to the individual requesting the accounting)



	KEY

Auth Type:   How was request received

Purpose of Disclosure:   CC = Continuing Care; INS = Insurance Processing; LEG = Legal Issue; Explain any Other


[Practice Name]

HIPAA AUDIT/ACTIVITY REVIEW POLICY
Policy   

[Practice Name] shall review logs of access and activity of electronic protected health information (ePHI) applications, systems, and networks and address standards set forth by the HIPAA Security Rule to ensure compliance to safeguarding the privacy and security of ePHI.  The Security Rule requires healthcare organizations to implement reasonable hardware, software, and/or procedural mechanisms that record and examine activity in information systems that contain or use ePHI. It does not describe in detail the data that should be gathered in system logs or the length of time these must be kept.  Review activities may be limited by application, system, and/or network reviewing capabilities and resources.  [Practice Name] shall make reasonable and good-faith efforts to safeguard information privacy and security through a well-thought-out approach to reviewing of logs which is consistent with available resources.  

Responsible for Implementation
· Security/Privacy Official

· IT

Applicable To
· All Workforce Members

· Organization’s Business Associates

Violation of this policy and its procedures by workforce members may result in corrective disciplinary action, up to and including termination of employment.  Violation of this policy and procedures by others, including providers, providers' offices, business associates and partners may result in termination of the relationship and/or associated privileges.  Violation may also result in civil and criminal penalties as determined by federal and state laws and regulations.

Purpose
It is the policy of [Practice Name] to safeguard the confidentiality, integrity, and availability of patient health information applications, systems, and networks.  To ensure that appropriate safeguards are in place and effective, [Practice Name] shall review logs of access and activity to detect, report, and guard against:
· Network vulnerabilities and intrusions.

· Breaches in confidentiality and security of patient protected health information.

· Performance problems and flaws in applications.

· Improper alteration or destruction of ePHI (information integrity).

This policy applies to organizational information applications, systems, networks, and any computing devices, regardless of ownership [e.g., owned, leased, contracted, and/or stand-alone).   

Scope
This policy has been developed to address the organization-wide approach to information system log review processes.  Employees and contractors shall work with the Privacy/Security Official and/or IT to develop specific procedures based on applications and systems for review processes. 

Key Definitions
Log Review:  The internal process of reviewing information system access and activity (e.g., log-ins, file accesses, and security incidents).  A review may be done as a periodic event, as a result of a patient complaint, or suspicion of employee wrongdoing.  Review activities shall also take into consideration [Practice Name]’s information system risk analysis results.

System Logs:  Records of activity maintained by the system which provide:  1) date and time of activity; 2) origin of activity; 3) identification of user performing activity; and 4) description of attempted or completed activity.

Review Trail:  A means to monitor information operations to determine if a security violation occurred by providing a chronological series of logged computer events (review logs) that relate to an operating system, an application, or user activities.  Review trails provide:

· Individual accountability for activities such as an unauthorized access of ePHI;

· Reconstruction of an unusual occurrence of events such as an intrusion into the system to alter information;

· Problem analysis such as an investigation into a slowdown in a system’s performance, and

· Other data as needed based on [Practice Name] objectives

A review trail identifies who (login) did what (create, read, modify, delete, add, etc.) to what (data) and when (date, time).  

Electronic Protected Health Information (ePHI): Electronic protected health information means individually identifiable health information that is:  transmitted by electronic media, maintained in electronic media, or transmitted or maintained in any other form or medium.
Trigger Event:  Activities that may be indicative of a security breach that require further investigation (See Appendix).

Procedures

General

1. Responsibility for reviewing information system access and activity is assigned to [Practice Name]’s Information Systems (IS) Department Leader, Security Official, departmental Security or Privacy coordinator, or other designee as determined by [Practice Name]’s administration.  The responsible individual shall:

A. Assign the task of generating reports for review activities to the individual responsible for the application, system, or network.

B. Assign the task of reviewing the logs to the individual responsible for the application, system, or network, the Privacy Official, or any other individual determined to be appropriate for the task.

C. Organize and provide oversight to a team structure charged with review compliance activities (e.g., parameters, frequency, sample sizes, report formats, evaluation, follow-up, etc.).

2. [Practice Name]’s reviewing processes shall address access and activity at the following levels listed below.  Reviewing processes may address date and time of each log-on attempt, date and time of each log-off attempt, devices used, functions performed, etc.

A. User:  User level review trails generally monitor and log all commands directly initiated by the user, all identification and authentication attempts, and files, patients, and resources accessed.

B. Application:   Application level review trails generally monitor and log user activities, including data files opened and closed, patients accessed, specific actions, and printing reports. 

C. System:  System level review trails generally monitor and log user activities, applications accessed, and other system defined specific actions. 

D. Network:  Network level review trails generally monitor information on current operations, penetrations, and vulnerabilities.

3. [Practice Name] shall determine the systems or activities that will be tracked or reviewed by:

A. Focusing efforts on areas of greatest risk and vulnerability as identified in the information systems risk analysis and ongoing risk management processes.

B. Maintaining confidentiality, integrity, and availability of ePHI applications and systems.

C. Assessing the appropriate scope of system reviews based on the size and needs of [Practice Name] by determining: 
i. information/ePHI  at risk,

ii. systems, applications or processes which are vulnerable to unauthorized or inappropriate access,

iii. activities that should be monitored (create, read, update, delete = CRUD),

iv. information to be included in the review record.

D. Assessing available organizational resources.

4. [Practice Name] shall identify “trigger events” or criteria that raise awareness of questionable conditions of viewing of confidential information.  The “events” may be applied to the entire organization or may be specific to a department, unit, or application (See Appendix – Listing of Potential Trigger Events).   At a minimum, [Practice Name] shall provide immediate reviewing in response to:

A. Patient complaint.

B. Employee complaint.

C. Suspected breach of patient confidentiality.

D. High risk or problem prone event (e.g., VIP admission).

E. External report, such as from credit bureau or law enforcement.
5. [Practice Name] shall determine review criteria with a risk based approach.  This may include but is not limited to reviewing security risk analysis findings,  past experience, current and projected future needs, and industry trends and events.  [Practice Name] will determine its ability to generate, review, and respond to review reports using internal resources.  [Practice Name] may determine that external resources are also appropriate.  [Practice Name] recognizes that failure to address automatically generated review logs, trails, and reports through a systematic review process may be more detrimental to the organization than not reviewing at all.

6. [Practice Name] shall designate the employees or contractors who are authorized to use security testing and monitoring tools.  Such tools may not be used by anyone not specifically authorized  These tools may include, but are not limited to:

A. Scanning tools and devices.

B. War driving software. 

C. Password cracking utilities.

D. Network or wireless packet capture utilities.

E. Passive and active intrusion detection systems.

F. Other devices as determined by [Practice Name].

7. Review documentation/reporting tools shall address, at a minimum, the following data elements:

A. Authorizing official or policy, Application, System, Network, Department, and/or User Reviewed.

B. Review Type.

C. Individual/Department Responsible for Review.

D. Date(s) of Review.

E. Reporting Responsibility/Structure for Review Results.

F. Conclusions.

G. Recommendations.

H. Actions.

I. Assignments.

J. Follow-up.

8. The process for review of logs, trails, and reports shall include:

A. Description of the activity as well as rationale for performing review.

B. Identification of which workforce members or department/unit will be responsible for review (workforce members should not review logs which pertain to their own system activity unless there is no alternative or an inherent conflict of interest).

C. Frequency of the reviewing process.

D. Determination of significant events requiring further review and follow-up (refer also [Practice Name]’s security incident response policy).

E. Identification of appropriate reporting channels for review of results and required follow-up.

9. Vulnerability testing software may be used to probe the network.  This may be to identify what is running (e.g., operating system or product versions in place).  Any publicly-known vulnerability should be corrected.  Re-evaluate whether the system can withstand attacks aimed at circumventing security controls. 

A. Testing may be carried out internally or provided through an external third-party vendor.  Whenever possible, a third party reviewing vendor should not be providing the organization IT oversight services (e.g., vendors providing IT services should not be reviewing their own services – separation of duties). 

B. Testing shall be done on a routine basis (e.g., annually).

Review Requests for Specific Cause

1. A request may be made for review for a specific cause.  The request may come from a variety of sources including, but not limited to, a patient,  Privacy/Security Official and/or a member of [Practice Name]’s team.  

2. A request for a review for specific cause must include time frame and nature of the request.  The request must be reviewed and approved by [Practice Name]’s Privacy/ Security Official.

3. A request for a review as a result of a patient concern shall be initiated by [Practice Name]’s Privacy/Security Official.  Detailed review may be shared with patient.  If this is done, a careful explanation must be given to the patient concerning the need for many individuals to have access to records.

A. Should the review disclose that a workforce member has accessed a patient’s PHI inappropriately, the information shall be shared with the workforce member’s supervisor/and or Human Resources Department 
 to determine appropriate sanction/corrective disciplinary action.  

B. [Practice Name] may, but is not obligated to share details of the logs with the patient. Prior to communicating with the patient, consider the need to collaborate with risk management and/or legal counsel for incidents of a more sensitive nature.

Evaluation and Reporting of Review Findings

1. System logs that are routinely gathered must be reviewed in a timely manner.

2. Report of review of results shall be limited on a minimum necessary/need to know basis.  Review of results may be disclosed as deemed necessary.  Legal or administrative counsel may need to be consulted.

3. There is no legal requirement to disclose the name of an individual who breached a patient’s record. There is also no obligation to share the name of every individual that was involved in processing a patient record. [Practice Name] may choose to disclose this information.  If the organization chooses to provide a complete list of everyone that accessed a record, it must be done with a careful explanation to the patient.  Most patients do not know how many individuals are involved in processing their records.  When a patient asks if a specific individual has accessed records, only that name should be disclosed.

4. The reporting process shall allow for meaningful communication of the review findings to the appropriate departments/units.

A. Significant findings shall be reported immediately in a written format.  [Practice Name]’s security incident response form may be utilized to report a single event.

B. Routine findings shall be reported to the sponsoring leadership structure in a written report format.

5. Security reviews constitute an internal, confidential monitoring practice that may be included in [Practice Name]’s performance improvement activities and reporting.  Care shall be taken when releasing the results of the reviews. Review information which may further expose organizational risk should be shared with extreme caution.  Generic security review information may be included in organizational reports (PHI shall not be included in the reports).

6. Whenever indicated through evaluation and reporting, appropriate corrective actions must be undertaken.  These actions shall be documented and shared with the responsible and sponsoring departments/units.

7. If criminal activity is discovered during a review, it should be reported to appropriate law enforcement.

Reviewing Business Associate and/or Vendor Access and Activity

1. Periodic monitoring of business associate and vendor information system activity should be carried out to ensure that access and activity is appropriate for privileges granted and necessary to the arrangement between [Practice Name] and the external agency.

2. If it is determined that the business associate or vendor has exceeded the scope of access privileges, [Practice Name]’s leadership must reassess the business relationship (refer to [Practice Name]’s business associate agreement/policy).

3. If it is determined that a business associate has violated the terms of the HIPAA business associate agreement, [Practice Name] must take immediate action to remediate the situation.  Continued violations may result in discontinuation of the business relationship.

Review Log Security Controls and Backup 

1. Review logs shall be protected from unauthorized access or modification, so the information they contain will be available if needed to evaluate a security incident.  

2. Whenever possible, audit trail information shall be stored on a separate system.  This is done to apply the security principle of “separation of duties” to protect audit trails from hackers.  Audit trails maintained on a separate system would not be available to hackers who may break into the network and obtain system administrator privileges.  A separate system would allow [Practice Name] to detect hacking security incidents.

3. Review logs maintained within an application shall be backed-up as part of the application’s regular backup procedure.  

4. [Practice Name] shall review internal back-up, storage and data recovery processes to ensure that the information is readily available in the manner required. See [Practice Name]’s backup procedures. 
Workforce Training, Education, Awareness and Responsibilities

1. [Practice Name] workforce members are provided training, education, and awareness on safeguarding the privacy and security of business and patient protected health information.  [Practice Name]’s commitment to reviewing access and activity of the information applications, systems, and networks is communicated through new employee orientation, ongoing training opportunities and events, and applicable policies.  Workforce members are made aware of responsibilities with regard to privacy and security of information as well as applicable sanctions/corrective disciplinary actions should the reviewing process detect a workforce member’s failure to comply with organizational policies (refer to [Practice Name]’s workforce training and/or HIPAA oversight policies).

External Reviews of Information Access and Activity

1. Information system review information and reports gathered from contracted external review firms, business associates and vendors shall be evaluated and appropriate corrective action steps taken as indicated.  Prior to contracting with an external review firm, [Practice Name] shall:

A. Outline the review responsibility, authority, and accountability.

B. Choose a review firm that is independent of other organizational operations.

C. Ensure technical competence of the review firm staff.

D. Require the review firm’s adherence to applicable codes of professional ethics.

E. Obtain a signed HIPAA-compliant business associate agreement.

F. Assign organizational responsibility for supervision of the external review firm.

Retention of Review Information

1. Review logs and audit trail report information shall be maintained based on organizational needs.  There is no standard or law addressing the retention of review log/trail information.  Retention of this information shall be based on:

A. Organizational history and experience.

B. Available storage space.

2. Reports summarizing review activities shall be retained for a period of six years2.  

Attachments to Policy:

· Appendix:  Trigger Events
Applicable Standards/Regulations from HIPAA Security Rule:


· 45 CFR § 164.308(a)(1)(ii)(D)  – Information System Activity Review
· 45 CFR § 164.308(a)(5)(ii)(B) & (C) – Protection from Malicious Software & Log-in Monitoring
· 45 CFR § 164.308(a)(2) – HIPAA Security Rule Periodic Evaluation
· 45 CFR § 164.312(b) –Review Controls
· 45 CFR § 164.312(c)(2) – Mechanism to Authenticate ePHI
· 45 CFR § 164.312(e)(2)(i) – Integrity Controls
APPENDIX 1:  TRIGGER EVENTS

POTENTIAL TRIGGER EVENTS THAT

MAY REQUIRE FURTHER INVESTIGATION/REVIEWING

Examples include:

· High risk or problem prone incidents or events.

· Patient and/or employee complaints.

· High profile patient/event (e.g., accident, homicide, assault, etc.).

· Requests by law enforcement or other outside agency with proper subpoena if applicable.

· Atypical patterns of activity.

· Failed authentication attempts.

· Users that have the same last name, address, or street name as in the patient file being viewed.

· VIPs encounters (board members, celebrities, governmental or community figures, authority figures, physician providers, management staff, or other highly publicized individuals).

· Patient files with no activity for 90 days. 

· Employees viewing other employee records. 

· Diagnosis related (e.g., STD, HIV, pregnancy, AODA, mental health, etc.). 

· Remote access use and activity.

· After-hours activity if applicable.

· Activity post termination.

· Department- or unit-specific circumstances – risk areas to be determined by individual departments/business units: 

· Providers viewing files of patients on other units (e.g., medical and surgical nurses viewing files of patients treated only in emergency services or psychiatric services).

· Transcriptionists viewing files of services or patients for whom they did not transcribe reports.

· Medicare billers viewing insurance categories they do not process. 
[Practice Name]

HIPAA De-Identification of Protected Health Information
Policy   

[Practice Name] may use or disclose de-identified PHI without obtaining an individual’s authorization. PHI shall be considered de-identified if either of the two de-identification procedures set forth below are followed.
Procedures 

Removal of Identifiers   

· De-identified PHI is rendered anonymous when the [Practice Name] does not have any actual knowledge that the information could be used alone or in combination with other information to identify an individual

· De-identification requires the elimination not only of primary or obvious identifiers, such as the individual’s name, address, and date of birth, but also of secondary identifiers through which a user could deduce the individual’s identity.

· For information to be de-identified the following identifiers must be removed

Names;

All address information except for the state;

Names of relatives and employers;

All elements of dates (except year), including date of birth, admission date, discharge date, date of death; and all ages over 89 and all elements of dates including year indicative of such age except that such ages and elements may be aggregated into a single category of age 90 or older;

Telephone number;

Fax numbers;

E-mail addresses;

Social security numbers;

Medical record numbers;

Health plan beneficiary numbers;

Account numbers;

Certificate/license numbers;

Vehicle identifiers, including license plate numbers; 

Device IDs and serial numbers;

Web Universal Resource Locaters (URL);

Internet Protocol (IP) addresses;

Biometric identifiers;

Full face photographic images and other characteristics (except as other wise permitted for re-identification purposes).

Statistical Method
· PHI is considered de-identified if a person with appropriate knowledge of and experience with generally accepted statistical and scientific principles and methods 

for rendering information not individually identifiable; (a) determines that the risk is very small that the information could be used, alone or in combination with other reasonably available information, by an anticipated recipient to identify and individual who is subject of the information; and (b) documents the methods and results of the analysis to justify such determination.

Re-identification

· A covered component may assign a code or other means of record identification to allow information de-identified under this section to be re-identified by the covered component, provided that (a) the code or other means of record identification is not derived fro more related to information about the individual and (b) the covered component does not use or disclose the code or other means of record identification for any other purpose, and odes not disclose the mechanism for re-identification.
Applicable Regulations


45 CFR §§ 164.502(d), 164514(a) and (b) 
[Practice Name]

HIPAA DEVICE & MEDIA CONTROLS POLICY

Policy

It is the policy of [Practice Name] to ensure the privacy and security of protected patient health information (PHI) in the maintenance, retention and eventual destruction/disposal of such media.  The Company also recognizes that media containing PHI may be reused when appropriate steps are taken to ensure that all stored PHI has been effectively rendered inaccessible.  Destruction/disposal of patient health information shall be carried out in accordance with federal and state law and as defined in the organizational retention policy.  The schedule for destruction/disposal shall be suspended for records involved in any open investigation, audit or litigation.

Key Definitions

Degauss:   Using a magnetic field to erase (neutralize) the data bits stored on magnetic media.

Electronic Protected Health Information (ePHI):  Any individually identifiable health information protected by HIPAA that is transmitted by or stored in electronic media.

Patient Health Information Media:  Any record of patient health information, regardless of medium or characteristic that can be retrieved at any time.  This includes all original patient records, documents, papers, letters, billing statements, x-rays, films, cards, photographs, sound and video recordings, microfilm, magnetic tape, electronic media, and other information recording media, regardless of physical form or characteristic, that are generated and/or received in connection with transacting patient care or business.

Sanitization:  Removal or the act of overwriting data to a point of preventing the recovery of the data on the device or media that is being sanitized. Sanitization is typically done before re-issuing a device or media, donating equipment that contained sensitive information or returning leased equipment to the lending company.
 
Procedures
1. All destruction/disposal of patient health information media will be done in accordance with federal and state laws and regulations and pursuant to the organization’s written retention policy/schedule. Records that have satisfied the period of retention will be destroyed/disposed of in an appropriate manner.
2. Records involved in any open investigation, audit or litigation should not be destroyed/disposed of.  If notification is received that any of the above situations have occurred or there is the potential for such, the record retention schedule shall be suspended for these records until such time as the situation has been resolved.  If the records have been requested in the course of a judicial or administrative hearing, a qualified protective order will be obtained to ensure that the records are returned to the organization or properly destroyed/disposed of by the requesting party. 
3. Before reuse of any recordable and erasable media (i.e., hard disks, tapes, cartridges, USB drives, smart phones, SAN disks, SD and similar cards) all ePHI must be rendered inaccessible, cleaned, or scrubbed.  Standard approaches include one or all of the following methods:
A. Overwrite the data (for example, through software utilities).
B. Degauss the media.
4. Records scheduled for destruction/disposal should be secured against unauthorized or inappropriate access until the destruction/disposal of PHI is complete.
5. The business associate agreement must provide that, upon termination of the contract, the business associate will return or destroy/dispose of all patient health information.  If such return or destruction/disposal is not feasible, the contract must limit the use and disclosure of the information to the purposes that prevent its return or destruction/disposal.  

6. If a health plan discloses PHI to the plan sponsor and the relationship is terminated, the plan sponsor will return or destroy/dispose of all PHI.  If such a return or destruction/disposal is not feasible, the arrangement must limit the use and disclosure of the information to the purposes that prevent its return or destruction/disposal. Reference [45 CFR 164.504 (f)(2)(ii)(I)]
7. A record of all PHI media sanitization should be made and retained by the organization.  The organization has the responsibility to retain the burden of proof for any media destruction regardless of whether destruction is done by the organization or by a contractor.  Retention is required because the records of destruction/disposal may become necessary to demonstrate that the patient information records were destroyed/disposed of in the regular course of business.  Records of destruction/disposal, such as a certificate of destruction, should include:
A. Date of destruction/disposal. 

B. Method of destruction/disposal.
C. Description of the destroyed/disposed record series or medium.
D. Inclusive dates covered.
E. A statement that the patient information records were destroyed/disposed of in the normal course of business.
F. The signatures of the individuals supervising and witnessing the destruction/disposal.
8. Copies of documents and images that contain PHI and are not originals that do not require retention based on retention policies (e.g., provider copies, schedule print outs etc.) shall be destroyed/disposed of by shredding or other acceptable manner as outlined in this policy.  Certification of destruction is not required. 

9. If destruction/disposal services are contracted, the contract must provide that the organization’s business associate will establish the permitted and required uses and disclosures of information by the business associate as set forth in the federal and state law (outlined in our HIPAA Business Associated Agreement/Contract - BAA).  The BAA should also set minimum acceptable standards for the sanitization of media containing PHI.  The BAA or contract should  include but not be limited to the following:

A. Specify the method of destruction/disposal.

B. Specify the time that will elapse between acquisition and destruction/disposal of data/media.

C. Establish safeguards against unauthorized disclosures of PHI.

D. Indemnify the organization from loss due to unauthorized disclosure.

E. Require that the business associate maintain liability insurance in specified amounts at all times the contract is in effect.

F. Provide proof of destruction/disposal (e.g. certificate of destruction).

10. Any media containing PHI should be destroyed/disposed of using a method that ensures the PHI could not be recovered or reconstructed.  Some appropriate methods for destroying/disposing of media are outlined in the following table.
	Medium
	Recommendation

	Audiotapes
	Methods for destruction, disposal, or reuse of audiotapes include recycling (tape over), degaussing or pulverizing.

	Electronic Data/

Hard Disk Drives including drives found in printers or copiers
	Methods of destruction, disposal, or reuse should destroy data permanently and irreversibly. Methods of reuse may include overwriting data with a series of characters or reformatting the disk (destroying everything on it).  Deleting a file on a disk does not destroy the data, but merely deletes the filename from the directory, preventing easy access of the file and making the sector available on the disk so it may be overwritten.  See appendix A for links to some available software to completely remove data from hard drives.



	Electronic Data/ Removable media or devices including USB drives or SD cards
	Methods of destruction, disposal, or reuse may include overwriting data with a series of characters or reformatting the tape (destroying everything on it).  Total data destruction does not occur until the data has been overwritten.  Magnetic degaussing will leave the sectors in random patterns with no preference to orientation, rendering previous data unrecoverable.  Magnetic degaussing will leave the sectors in random patterns with no preference to orientation, rendering previous data unrecoverable.  Shredding or pulverization should be the final disposition of any removable media when it is no longer usable.



	Handheld devices including cell phones, smart phones, PDAs, tablets and similar devices.
	Software is available to remotely wipe data from handheld devices.  This should be standard practice.  Any removable media that is used by these devices should be handled as specified in the previous paragraph.  When a handheld device is no longer reusable it should be totally destroyed by recycling or by trash compacting



	Optical Media
	Optical disks cannot be altered or reused, making pulverization an appropriate means of destruction/disposal.



	Microfilm/

Microfiche
	Methods for destruction, disposal, or reuse of microfilm or microfiche include recycling and pulverizing.



	PHI Labeled Devices, Containers, Equipment, Etc.
	Reasonable steps should be taken to destroy or de-identify any PHI information prior to disposal of this medium.  Removing labels or incineration of the medium would be appropriate.  Another option is to obliterate the information with a heavy permanent marker pen.  Ribbons used to print labels may contain PHI and should be disposed of by shredding or incineration

	Paper Records
	Paper records should be destroyed/disposed of in a manner that leaves no possibility for reconstruction of information.  Appropriate methods for destroying/disposing of paper records include:  burning, shredding, pulping, and pulverizing. If shredded, use cross cut shredders which produce particles that are 1 x 5 millimeters or smaller in size. 

	Videotapes
	Methods for destruction, disposal, or reuse of videotapes include recycling (tape over) or pulverizing.


11. The methods of destruction, disposal, and reuse should be reassessed periodically, based on current technology, accepted practices, and availability of timely and cost-effective destruction, disposal, and reuse technologies and services.

Attachments to Policy
· Certificate of Destruction

	CERTIFICATE OF DESTRUCTION

The information described below was destroyed in the normal course of business pursuant to the organizational retention schedule and destruction policies and procedures.

	Date of Destruction:
	Authorized By:

	Description of Information Disposed Of/Destroyed:

	

	

	

	

	Inclusive Dates Covered:

	METHOD OF DESTRUCTION:

· Burning

· Overwriting

· Pulping

· Pulverizing

· Reformatting

· Shredding

· Other: _________________________________________________________________



	Records Destroyed By*:

	If On Site, Witnessed By:

	Department Manager:

	*If records destroyed by outside firm, must confirm a contract exists




[Practice Name]

ENCRYPTION AND DECRYPTION POLICY

Background

In compliance with the Privacy Rule of the Administrative Simplification provisions of the Health Insurance Portability and Accountability Act of 1996 (HIPAA) providers must have in place and implemented policies and procedures to encrypt and decrypt electronic protected health information. (§164.312(a)(2)(iv)
Policy

The purpose of this policy is to set the direction for the use and strength of encryption within [Practice Name] to perform internal business functions and communicating with trading partners and clients.  

Procedures
1. The investigation, selection, and installation of an appropriate software product by the Network Administration staff that fits the needs of the organization for those users who  have the need to send electronic protected health information over open networks (e-mail) has been completed.
2. [Practice Name] employees are required to use the encryption software for all emails sent which contains ePHI.

3. A list of all users needing the software was developed and is maintained by the Network Administration staff.  Adequate training on the use of the selected software will be mandatory and provided to each user (existing and new) by the Network Administration staff or designee. 

            [image: image2.wmf] 
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MINIMUM NECESSARY POLICY/PROCEDURE 

Purpose

The purpose of the Minimum Necessary Policy is to provide policies and procedures on the “minimum necessary” of Protected Health Information (PHI) as required by the HIPAA Privacy Regulations.  It is to establish guidelines to implement the minimum necessary standard and to determine how the standard impacts the use, disclosure and request of PHI.   

Definition

Minimum Necessary is the process that is defined in the HIPAA regulations:  When using or disclosing protected health information or when requesting protected health information from another covered entity, a covered entity must make reasonable efforts to limit protected health information to the minimum necessary to accomplish the intended purpose of the use, disclosure or request.  

Policy

It is [Practice Name]’s policy to ensure the privacy and security of Protected Health Information (PHI) by limiting the use and disclosure of PHI to what is minimum or reasonably necessary to accomplish the intended purpose in the following three areas:

1. Uses and disclosures of PHI by <ORGANIZATION’S> workforce/staff 

2. Uses and disclosures made in response to requests for PHI from other organizations

3. Uses and disclosures when requesting PHI from other organizations

This standard applies to all PHI, regardless of its form, character or medium, including, but not limited to electronic, digital, film, tape, paper or verbal. 

HIPAA minimum necessary standard does not apply to the following six circumstances.  [However, Wis. Stat. 51.30 requires that when information from treatment records is disclosed that information shall be limited to the information necessary to fulfill the request and does not include specific exceptions.]

1. Disclosure to requests by a health care provider for treatment

2. Uses or disclosure made to the individual, as permitted in the HIPAA regulations

a. An individual has a right of access to inspect and obtain a copy of protected health information about the individual in a designated record set, for as long as the protected health information is maintained in the designated record set (Please see policy and procedure regarding Designated Record Sets), except for: 

i. Psychotherapy notes; 

ii. Information compiled in reasonable anticipation of, or for use in, a civil, criminal, or administrative action or proceeding; and 

iii. Protected health information maintained by a covered entity that is: 

1. Subject to the Clinical Laboratory Improvements Amendments of 1988, 42 U.S.C. 263a, to the extent the provision of access to the individual would be prohibited by law; or 

2. Exempt from the Clinical Laboratory Improvements Amendments of 1988, pursuant to 42 CFR 493.3(a)(2). 
3. Uses or disclosures made pursuant to an authorization

4. Disclosures made to the Secretary of the Department of Health and Human Services

5. Uses or disclosures as required by law, as outlined in §164.512(a, c, e, & f)

6. Uses or disclosures that are required for compliance with this rule

Procedures 

1. Routine and Non-routine Disclosures and Requests:  The organization must distinguish routine or recurring disclosures and requests from non-routine or non-recurring disclosures and requests:

A. Routine Disclosures:  These are disclosure of PHI made to another entity or requests for PHI made by this organization on a routine or reoccurring basis. For such disclosures or requests. 

i. The organization must implement policies and procedures that limit the amount of PHI disclosed or requested to the amount reasonably necessary to achieve the purpose of the disclosure or request. 

ii. The organization should consider discussing the minimum necessary with the organization responsible for major requests or disclosures to negotiate mutually agreeable disclosures.  In this regard, the organizations involved should address:

1. The types of protected health information to be disclosed;

2. The types of persons who would receive the protected health information;

3. The conditions that would apply to such access; and

4. Standards for disclosures to routinely hired types of business associates (e.g., for medical transcription).

Samples of Routine:

	Requestor
	Purpose
	Disclosure Samples

	Ambulance Company
	Obtain demographic and insurance information for billing
	Face sheet with patient demographics and insurance information

	Attorney
	Evaluate individual’s medical condition in support of a lawsuit
	Specific information request

	Collection Agency
	Obtain payment on past due accounts
	File of patient names, addresses, dates of service and amount owed

	Police
	Investigate accidents or crimes
	Specific information request


B. Non-routine Disclosures:  These are disclosures made occasionally.  The organization needs to determine criteria to limit PHI to what is reasonably needed to accomplish the purpose of the disclosure.   Non-routine requests are evaluated on a case by case basis in accordance with the criteria developed by the organization to ensure minimum necessary.

i. Develop reasonable criteria to limit the amount of information disclosed to the minimum necessary to accomplish the purpose of the disclosure; and

ii. Use these criteria to review these disclosures on an individual basis.
2. Applying the Minimum Necessary Standard to PHI from Other Organizations:  The organization may rely on the judgment of the party requesting the disclosure as to the minimum necessary amount of information needed when the request is made by: 
A. A public official or agency for which a disclosure is permitted under section 164.512 of the Privacy Rule (uses and disclosures for which consent, authorization, or opportunity to agree or object is not required) 
B. Another covered entity (e.g., health care provider, clinic, health plan, etc.) 
C. A professional who is a workforce member or business associate of the organization, if the professional states that the amount requested is the minimum necessary; or
D. A researcher with appropriate documentation from an institutional review board or privacy boards. 
A party requesting the “entire medical record,” must specifically justify the request as the minimum, or reasonable, amount necessary to meet the needs of the request (e.g., transfer of care, medical history of longstanding condition, etc.) before the organization will disclose the PHI.

3. Applying the Minimum Necessary Standard When Requesting PHI from Other Organizations:  The organization must limit its requests for PHI to the minimum, or reasonable, amount necessary to accomplish the purpose of the request. 

Upon issuing a request for the “entire medical record,” the organization specifically justifies the request as the minimum or reasonable amount necessary to accomplish the purpose of the request (e.g., transfer of care, medical history of longstanding condition, etc.). 

4. Applying the Minimum Necessary Standard to the Organization/Workforce:  

A. For uses of PHI that require access by the organization/workforce, the organization must identify:

i. The person or classes of persons in the workforce who need access to PHI;

ii. The category or categories of PHI to which access is needed, and

iii. Any conditions appropriate to such access.

GENERIC EXAMPLE

	Job Description/Category
	System Access to PHI Modules
	Limitations

	Attending Physician
	All System Components
	Provider-Patient Relationship/Need-to-Know

	Plant Operations Technician
	None
	Not Applicable

	Pharmacy Tech
	Pharmacy Module
	Need-to-Know

	Patient Accounts Rep
	Registration Module
Patient Accounts Module
Coding & Abstracting Module
	Need-to-Know

	Registered Nurse
	Nursing Module
Registration Module
Laboratory Module
Diagnostic Imaging Module
	Patient Care Relationship
Need-to-Know


B. The organization must have in place a process to determine the appropriate scope of the individual’s access to PHI that includes:

i. An assessment of individual’s appropriate access to PHI performed by the responsible department director/supervisor and based on:

1. Job description/position scope

2. Need to know

3. Patient care needs

4. Administrative needs

ii. Completion of access request form and/or agreement form by the individual and the individual’s director/supervisor

iii. Education and review conducted by the individual’s director/supervisor, who covers the individual’s responsibilities related to access and includes the minimum necessary standard, confidentiality, security and the consequences of inappropriate access to PHI or breach of patient confidentiality.

C. The organization should carry out periodic reviews of access levels to determine (If the organization is a small organization, this may not be necessary due to small staff):

i. Changes in staff member position or scope of responsibilities, and
ii. Changes in information available through information components
D. The organization must make reasonable efforts to limit the individual’s access to PHI that is necessary to carry out their duties or on a “need-to-know” basis. Individuals with unrestricted access to PHI are limited to accessing information for which they are responsible for providing treatment or carrying out related operational duties (e.g., quality audits, infection control monitoring, risk management activities, utilization review, etc.). 
E. Requests for access to PHI not routinely covered in the scope of the individual’s position shall be reviewed by leadership (e.g., privacy officer, administration, HIM/IT director, etc.) to determine the nature of the request and the benefit of granted access. Access may be granted on a limited basis and time frame to accommodate the duration of the project. Examples of special requests might include: 
i. Research projects; 
ii. Grant applications;

iii. Needs assessments;
iv. Staff performance appraisal and monitoring; or
v. JCAHO monitoring and evaluation 
F. The organization should periodically monitor access to determine appropriateness of staff review of PHI.  Tracking incidents of unauthorized access will increase the security of patient’s health information and decrease the risk of privacy violations. Methods for auditing access might include: 
i. Conducting random spot-checks of patients to determine appropriateness of access; 
ii. Using exception reports to determine time of access, length of access, access to “confidential” or “VIP” patient PHI; 

iii. Reviewing “role-based” access by position and unit of assignment within the organization; or
iv. Reviewing requests for and access to “hard copy” patient records.

G. Departments that are responsible for the administration of department-specific modules or information systems such as medication administration or dictation access must also periodically monitor access to determine appropriateness of staff access to PHI. 
H. Position transfers that may involve different levels of access to PHI must be reviewed to determine the appropriate new scope of access. This review should be carried out by the 
5. Corrective Action:  Upon determination of inappropriate or unauthorized access to PHI by a staff member, the organization must determine the appropriate corrective action for the misconduct.  Please refer to the organization’s policy, “Policy Name,” regarding failure to comply with privacy practices. 
The following is a chart of methods of creating minimum necessary PHI:
	Method of Handling PHI
	How to create minimum necessary

	Electronic
	Create security mechanisms to monitor and limit access PHI based on the criteria listed under Uses and Disclosures of PHI within the Workforce/Staff Section 1

	Paper
	Black out any information not required by the disclosure request.

	Verbal
	Only disclose the information needed by the request made.  
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Attachments to this Document

· Sample Request For Access To Organizational & Protected Health Information

	REQUEST FOR ACCESS TO ORGANIZATIONAL &
PROTECTED HEALTH INFORMATION

	REQUESTORS INFORMATION

	Full Name:
	Job Title:

	Department:
	Location:

	Phone Extension:
	E-Mail:

	Reason for Access:

	Access Requested For the Following System Modules/Positions**

	· Abstracting/Coding 
· Admissions/Registration 
· Dietary 
· Discharge Planning 
· E-Mail 
· Finance 
· Diagnostic Imaging 
· Human Resources 
· Internet 
· Laboratory 
· Materials Management 
· Medical Records 
· Patient Accounting 

	· Nursing 
· Order Entry 
· Patient Accounting 
· Patient Record 
· Payroll 
· Pharmacy 
· Plant Operations 
· Report Writing 
· Risk Management 
· Social Services 
· Utilization Review 
· ___________________________________ 
· ___________________________________ 


	I am aware of and agree to abide by the privacy and security policies of <ORGANIZATION> and its affiliates as it applies to patient protected health information as well as organizational information. I understand that I must only access that information which is minimum necessary for me to carry out my duties within the organization and any other access is strictly forbidden. I agree that I shall: 

· Never share my password or access information 
· Always log in and off appropriate when using a work station 
· Never access or disclose organizational or protected health information except within the scope of my position 
· Only copy information from the organizational data bases as authorized 
· Always take reasonable precautions when originating, receiving or transferring data base information (virus) 
· Never remove organizational or protected health information from the organization (paper or electronic) unless authorized 

 

I understand that violations of <ORGANIZAITON’S> privacy and security policies are grounds for disciplinary action to include, but not be limited to, loss of privileges, termination, or possible criminal prosecution. 

Signature: ________________________________________________________ 

Date: ____________________________

	DIRECTOR/SUPERVISOR’S APPROVAL OF REQUEST

	 

I authorize the above named individual to have access to the information. Additionally, I have reviewed with this individual organizational privacy and security policies and the consequences of failure to comply. 

Signature: ________________________________________________________ 

Date: ____________________________

	INFORMATION SYSTEMS REVIEW & IMPLEMENTATION OF REQUEST

	Approved By: 
	Date:

	Implemented By:
	Date:

	· Staff Member Notified/Educated as to Log Process/Password Selection
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HIPAA BREACH NOTIFICATION PROCEDURES

Purpose:  To provide guidance for breach notification by covered entities when impermissive or unauthorized access, acquisition, use and/or disclosure of the organization’s patient protected health information occurs.  Breach notification will be carried out in compliance with the American Recovery and Reinvestment Act (ARRA)/Health Information Technology for Economic and Clinical Health Act (HITECH), Modifications to the HIPAA Privacy, Security, Enforcement, and Breach Notification Rules under the Health Information Technology for Economic and Clinical Health Act (Omnibus Rule), as well as any other federal or state notification law. 

The Federal Trade Commission (FTC) has published breach notification rules for vendors of personal health records as required by ARRA/HITECH.  The FTC rule applies to entities not covered by HIPAA, primarily vendors of personal health records. The rule is effective September 24, 2009 with full compliance required by February 22, 2010.

Background:

The American Recovery and Reinvestment Act of 2009 (ARRA) was signed into law on February 17, 2009.  Title XIII of ARRA is the Health Information Technology for Economic and Clinical Health Act (HITECH).   HITECH significantly impacted the Health Insurance Portability and Accountability (HIPAA) Privacy and Security Rules.  While HIPAA did not require notification when patient protected health information (PHI) was inappropriately disclosed, covered entities may have chosen to include notification as part of the mitigation process.    HITECH required notification of certain breaches of unsecured PHI to the following:  individuals, Secretary of the Department of Health and Human Services (HHS), and the media.  The effective implementation date for these provisions was September 23, 2009.

In January of 2013, the “Modifications to the HIPAA Privacy, Security, Enforcement, and Breach Notification Rules under the Health Information Technology for Economic and Clinical Health Act and the Genetic Information Nondiscrimination Act; Other Modifications to the HIPAA Rules” (Omnibus Rule) modified the HITECH definition of a breach to eliminate the previous “harm” standard.  Effective September 23, 2013, it states that an “acquisition, access, use, or disclosure in a manner not permitted is presumed to be a breach unless the covered entity or business associate, as applicable, demonstrates that there is a low probability that the protected health information has been compromised based on a risk assessment” of at least the following factors: 

1. The nature and extent of the  protected health information involved, including the types of identifiers and the likelihood of re-identification;

2. The unauthorized person who used the protected health information or to the disclosure was made;

3. Whether the protected health information was actually acquired or viewed; and

4. The extent to which the risk to the protected health information has been mitigated. 

Attachments:  

· Examples of Breaches of Unsecured Protected Health Information

· Breach Penalties

· Sample Notification Letter to Patients

· Sample Media Notification Statement/Release

· Sample Talking Points

· Examples of Violations and Notification Recommendations

· Sample Breach Notification Log

· Risk Assessment Analysis Tool

Definitions:

Access:   Means the ability or the means necessary to read, write, modify, or communicate data/ information or otherwise use any system resource.

Agent: An agent of the organization is determined in accordance with federal common law of agency.  The organization is liable for the acts of its agents.  An agency relationship exists if the organization has the right or authority of the organization to control the agent’s conduct in the course of performing a service on behalf of the organization (i.e. give interim instructions, direct the performance of the service).

Breach:  Means the acquisition, access, use, or disclosure of protected health information (PHI) in a manner not permitted under the Privacy Rule which compromises the security or privacy of the PHI and is presumed to be a breach unless the covered entity or business associate, as applicable, demonstrates that there is a low probability that the PHI has been compromised based on a risk assessment of at least the following factors:

1. The nature and extent of the  protected health information involved, including the types of identifiers and the likelihood of re-identification;

2. The unauthorized person who used the protected health information or to the disclosure was made;

3. Whether the protected health information was actually acquired or viewed; and

4. The extent to which the risk to the protected health information has been mitigated.

Breach excludes:

1. Any unintentional acquisition, access or use of PHI by a workforce member or person acting under the authority of a Covered Entity (CE) or Business Associate (BA) if such acquisition, access, or use was made in good faith and within the scope of authority and does not result in further use or disclosure in a manner not permitted under the Privacy Rule.

2. Any inadvertent disclosure by a person who is authorized to access PHI at a CE or BA to another person authorized to access PHI at the same CE or BA, or organized health care arrangement in which the CE participates, and the information received as a result of such disclosure is not further used or disclosed in a manner not permitted under the Privacy Rule.

3. A disclosure of PHI where a CE or BA has a good faith belief that an unauthorized person to whom the disclosure was made would not reasonably have been able to retain such information.

Covered Entity:  A health plan, health care clearinghouse, or a healthcare provider who transmits any health information in electronic form.

Disclosure:  Disclosure means the release, transfer, provision of, access to, or divulging in any manner of information outside the entity holding the information.

Individually Identifiable Health Information:  That information that is a subset of health information, including demographic information collected from an individual, and is created or received by a health care provider, health plan, employer, or health care clearinghouse; and relates to the past, present, or future physical or mental health or condition of an individual; the provision of health care to an individual; or the past, present, or future payment for the provision of health care to an individual; and identifies the individual; or with respect to which there is a reasonable basis to believe  the information can be used to identify the individual.

Law Enforcement Official:  Any officer or employee of an agency or authority of the United States, a State, a territory, a political subdivision of a State or territory, or an Indian tribe, who is empowered by law to investigate or conduct an official inquiry into a potential violation of law; or prosecute or otherwise conduct a criminal, civil, or administrative proceeding arising from an alleged violation of law.

Organization:  For the purposes of this policy, the term “organization” shall mean the covered entity to which the policy and breach notification apply.

Protected Health Information (PHI):  Protected health information means individually identifiable health information that is:  transmitted by electronic media; maintained in electronic media; or transmitted or maintained in any other form or medium (see regulations for complete definition and exclusions)

Unsecured Protected Health Information:   Protected health information (PHI) that is not rendered unusable, unreadable, or indecipherable to unauthorized persons through the use of technology or methodology specified by the Secretary in the guidance issued under section 13402(h)(2) of Pub. L.111-5 on the HHS website.   

1. Electronic PHI has been encrypted as specified in the HIPAA Security rule by the use of an algorithmic process to transform data into a form in which there is a low probability of assigning meaning without the use of a confidential process or key and such confidential process or key that might enable decryption has not been breached.  To avoid a breach of the confidential process or key, these decryption tools should be stored on a device or at a location separate from the data they are used to encrypt or decrypt.
 The following encryption processes meet this standard.

A. Valid encryption processes for data at rest (i.e. data that resides in databases, file systems and other structured storage systems) are consistent with NIST Special Publication 800-111, Guide to Storage Encryption Technologies for End User Devices.

B. Valid encryption processes for data in motion (i.e. data that is moving through a network, including wireless transmission) are those that comply, as appropriate, with NIST Special Publications 800-52, Guidelines for the Selection and Use of Transport Layer Security (TLS) 
Implementations; 800-77, Guide to IPSec VPNs; or 800-113, Guide to SSL VPNs, and may include others which are Federal Information Processing Standards FIPS 140-2 validated.

2. The media on which the PHI is stored or recorded has been destroyed in the following ways:

A. Paper, film, or other hard copy media have been shredded or destroyed such that the PHI cannot be read or otherwise cannot be reconstructed.  Redaction is specifically excluded as a means of data destruction.

B. Electronic media have been cleared, purged, or destroyed consistent with NIST 
Special Publications 800-88, Guidelines for Media Sanitization, such that the PHI cannot be retrieved.
   Refer also to HIPAA COW Security Networking Group policy:  Device, Media, and Paper Record Sanitization for Disposal or Reuse.

Workforce:  Workforce means employees, volunteers, trainees, and other persons whose con-duct, in the performance of work for a covered entity or business associate, is under the direct control of such entity, whether or not they are paid by the covered entity or business associate.

Policy Statement/s:   

1. Discovery of Breach:  A breach of PHI shall be treated as “discovered” as of the first day on which an incident that may have resulted in a breach is known to the organization, or, by exercising reasonable diligence would have been known to the organization (includes breaches by the organization’s business associates).  The organization shall be deemed to have knowledge of a breach if such breach is known or by exercising reasonable diligence would have been known, to any person, other than the person committing the breach, who is a workforce member or agent (e.g. a business associate acting as an agent of the organization) of the organization (see attachment for examples of breach of unsecured protected heath information).  Following the discovery of a potential breach, the organization shall begin an investigation (see organizational policies for security incident response and/or risk management incident response), conduct a risk assessment, and based on the results of the risk assessment, begin the process to notify each individual whose PHI has been, or is reasonably believed to by the organization to have been accessed, acquired, used, or disclosed as a result of the breach.  The organization shall also begin the process of determining what external notifications are required or should be made (e.g., Secretary of Department of Health & Human Services (HHS), media outlets, law enforcement officials, etc.)

2. Breach Investigation:  The organization shall name an individual to act as the investigator of the breach (e.g., privacy officer, security officer, risk manager, etc.).   The investigator shall be responsible for the management of the breach investigation, completion of a risk assessment, and coordinating with others in the organization as appropriate (e.g., administration, security incident response team, human resources, risk management, public relations, legal counsel, etc.)  The investigator shall be the key facilitator for all breach notification processes to the appropriate entities (e.g., HHS, media, law enforcement officials, etc.).  All documentation related to the breach investigation, including the risk assessment and notifications made, shall be retained for a minimum of six years.

3. Risk Assessment:  For an acquisition, access, use or disclosure of PHI to constitute a breach, it must constitute a violation of the Privacy Rule. A use or disclosure of PHI that is incident to an otherwise permissible use or disclosure and occurs despite reasonable safeguards and proper minimum necessary procedures would not be a violation of the Privacy Rule and would not qualify as a potential breach.  An “acquisition, access, use, or disclosure in a manner not permitted is presumed to be a breach unless the covered entity or business associate, as applicable, demonstrates that there is a low probability that the protected health information has been compromised based on a risk assessment” of at least the following factors: 

A. The nature and extent of the  protected health information involved, including the types of identifiers and the likelihood of re-identification;

B. The unauthorized person who used the protected health information or to the disclosure was made;

C. Whether the protected health information was actually acquired or viewed; and

D. The extent to which the risk to the protected health information has been mitigated. 

4. The organization shall document the risk assessment as part of the investigation in the incident report form noting the outcome of the risk assessment process.  The organization has the burden of proof for demonstrating that all notifications were made as required or that the use or disclosure did not constitute a breach.  Based on the outcome of the risk assessment, the organization will determine the need to move forward with breach notification.  The organization may make breach notifications without completing a risk assessment.

5. Timeliness of Notification:  Upon determination that breach notification is required, the notice shall be made without unreasonable delay and in no case later than 60 calendar days after the discovery of the breach by the organization involved or the business associate involved that is acting as the organization’s agent.  It is the responsibility of the organization to demonstrate that all notifications were made as required, including evidence demonstrating the necessity of delay. 

6. Delay of Notification Authorized for Law Enforcement Purposes:  If a law enforcement official states to the organization that a notification, notice, or posting would impede a criminal investigation or cause damage to national security, the organization shall:

A. If the statement is in writing and specifies the time for which a delay is required, delay such notification, notice, or posting of the time period specified by the official; or

B. If the statement is made orally, document the statement, including the identify of the official making the statement, and delay the notification, notice, or posting temporarily and no longer than 30 days from the date of the oral statement, unless a written statement as described above is submitted during that time.

7. Content of the Notice:  The notice shall be written in plain language 
and must contain the following information:

A. A brief description of what happened, including the date of the breach and the date of the discovery of the breach, if known.

B. A description of the types of unsecured protected health information that were involved in the breach (such as whether full name, Social Security number, date of birth, home address, account number, diagnosis, disability code or other types of information were involved).

C. Any steps the individual should take to protect themselves from potential harm resulting from the breach.

D. A brief description of what the organization is doing to investigate the breach, to mitigate harm to individuals, and to protect against further breaches.

E. Contact procedures for individuals to ask questions or learn additional information, which includes a toll-free telephone number, an e-mail address, Web site, or postal address.

8. Methods of Notification:  The method of notification will depend on the individuals/ entities to be notified.  The following methods must be utilized accordingly:

A. Notice to Individual(s):  Notice shall be provided promptly and in the following form:

1. Written notification by first-class mail to the individual at the last known address of the individual or, if the individual agrees to electronic notice and such agreement has not been withdrawn, by electronic mail. The notification shall be provided in one or more mailings as information is available.  If the organization knows that the individual is deceased and has the address of the next of kin or personal representative of the individual, written notification by first-class mail to the next of kin or personal representative shall be carried out.  Limited examples (refer to  preamble for more examples):

a. The organization may send one breach notice addressed to both a plan participant and the participant’s spouse or other dependents under the plan who are affected by a breach, if they all reside at a single address and all individuals to which the notice applies are clearly identified on the notice.  When a plan participant (and/or spouse) is not the personal representative of a dependent under the plan, however, address a breach notice to the dependent him or herself.

b. In the limited circumstance that an individual affirmatively chooses not to receive communications from a health care provider at any written addresses or email addresses and has agreed only to receive communications orally or by telephone, the provider may telephone the individual to request and have the individual pick up their written breach notice from the provider directly. In cases in which the individual does not agree or wish to travel to the provider to pick up the written breach notice, the health care provider should provide all of the information in the breach notice over the phone to the individual, document that it has done so, and the Department will exercise enforcement discretion in such cases with respect to the ‘‘written notice’’ requirement.

2. Substitute Notice:  In the case where there is insufficient or out-of-date contact information (including a phone number, email address, etc.) that precludes direct written or electronic notification, a substitute form of notice reasonably calculated to reach the individual shall be provided.  A substitute notice need not be provided in the case in which there is insufficient or out-of-date contact information that precludes written notification to the next of kin or personal representative.

a. In a case in which there is insufficient or out-of-date contact information for fewer than 10 individuals, then the substitute notice may be provided by an alternative form of written notice, telephone, or other means.

b. In the case in which there is insufficient or out-of-date contact information for 10 or more individuals, then the substitute notice shall be in the form of either a conspicuous posting for a period of 90 days on the home page of the organization’s website, or a conspicuous notice in a major print or broadcast media in the organization’s geographic areas where the individuals affected by the breach likely reside.  The notice shall include a toll-free number that remains active or at least 90 days where an individual can learn whether his or her PHI may be included in the breach.

3. If the organization determines that notification requires urgency because of possible imminent misuse of unsecured PHI, notification may be provided by telephone or other means, as appropriate in addition to the methods noted above. 

B. Notice to Media:  Notice shall be provided to prominent media outlets serving the state and regional area (of the breached patients) when the breach of unsecured PHI affects 500 or more of the organization’s patients of a State or jurisdiction.  

1. The Notice shall be provided in the form of a press release.

2. What constitutes a prominent media outlet differs depending upon the State or jurisdiction where the organization’s affected patients reside. For a breach affecting more than 500 individuals across a particular state, a prominent media outlet may be a major, general interest newspaper with a daily circulation throughout the entire state. In contrast, a newspaper serving only one town and distributed on a monthly basis, or a daily newspaper of specialized interest (such as sports or politics) would not be viewed as a prominent media outlet. Where a breach affects more than 500 individuals in a limited jurisdiction, such as a city, then a prominent media outlet may be a major, general-interest newspaper with daily circulation throughout the city, even though the newspaper does not serve the whole State
.

C. Notice to Secretary of HHS:  Notice shall be provided to the Secretary of HHS as follows below.  The Secretary shall make available to the public on the HHS Internet website a list identifying covered entities involved in all breaches in which the unsecured PHI of more than 500 patients is accessed, acquired, used, or disclosed.

1. For breaches involving 500 or more individuals, the organization shall notify the Secretary of HHS as instructed at www.hhs.gov at the same time notice is made to the individuals.

2. For breaches involving less than 500 individual, the organization will maintain a log of the breaches.  The breaches may be reported during the calendar year or no later than 60 days after the end of that calendar year in which the breaches were discovered (e.g., 2012 breaches must be submitted by 3/1/2013 – 60 days).  Instructions for submitting the logged breaches are provided at www.hhs.gov.

9. Maintenance of Breach Information/Log:  As described above and in addition to the reports created for each incident, the organization shall maintain a process to record or log all breaches of unsecured PHI regardless of the number of patients affected.
  The following information should be collected/logged for each breach (see sample Breach Notification Log):

A. A description of what happened, including the date of the breach, the date of the discovery of the breach, and the number of patients affected, if known.

B. A description of the types of unsecured protected health information that were involved in the breach (such as full name, Social Security number, date of birth, home address, account number, etc.).

C. A description of the action taken with regard to notification of patients, the media, and the Secretary regarding the breach.

D. The results of the risk assessment.

E. Resolution steps taken to mitigate the breach and prevent future occurrences.

10. Business Associate Responsibilities:  In 2013, the Omnibus Rule extended liability for compliance to the HIPAA Privacy and Security Rules to business associates and their subcontractors.  With these modifications, business associates are now directly liable for impermissible uses and disclosures, provision of breach notification to the covered entity, completing breach risk assessments, breach documentation requirements, and civil and criminal penalties for violations. The business associate (BA) of the organization that accesses, creates, maintains, retains, modifies, records, stores, transmits, destroys, or otherwise holds, uses, or discloses unsecured protected health information shall, without unreasonable delay and in no case later than 60 calendar days after discovery of a breach, notify the organization of such breach (when the business associate is an agent of the organization, this notification must be provided within a shorter timeframe as specified in the Business Associate Agreement policy).   Such notice shall include the identification of each individual whose unsecured protected health information has been, or is reasonably believed by the BA to have been, accessed, acquired, or disclosed during such breach.
  The BA shall provide the organization with any other available information that the organization is required to include in notification to the individual at the time of the notification or promptly thereafter as information becomes available.  Upon notification by the BA of discovery of a breach, the organization will be responsible for notifying affected individuals, unless otherwise agreed upon by the BA to notify the affected individuals (note: it is the responsibility of the Covered Entity to document this notification).

11. Workforce Training:  The organization shall train all members of its workforce on the policies and procedures with respect to PHI as necessary and appropriate for the members to carry out their job responsibilities.  Workforce members shall also be trained as to how to identify and promptly report breaches within the organization, as well as return or destroy PHI, as appropriate for the incident.  Workforce members that assist in investigating, documenting, and resolving breaches are trained on how to complete these activities.

12. Complaints:  The organization must provide a process for individuals to make complaints concerning the organization’s patient privacy policies and procedures or its compliance with such policies and procedures.  Individuals have the right to complain about the organization’s breach notification processes.

13. Sanctions:  The organization shall have in place and apply appropriate sanctions against members of its workforce who fail to comply with privacy policies and procedures.

14. Retaliation/Waiver:  The organization may not intimidate, threaten, coerce, discriminate against, or take other retaliatory action against any individual for the exercise by the individual of any privacy right.  The organization may not require individuals to waive their privacy rights under as a condition of the provision of treatment, payment, enrollment in a health plan, or eligibility for benefits.

Applicable Federal/State Regulations: 

· Modifications to the HIPAA Privacy, Security, Enforcement, and Breach Notification Rules under the Health Information Technology for Economic and Clinical Health Act (Omnibus Rule)
· ARRA Title XIII Section 13402 – Notification in the Case of Breach

· FTC Breach Notification Rules - 16 CFR Part 318
· 45 CFR Parts 160 and 164 – HIPAA Privacy and Security Rules

· WI § 134.98 – Notice of Unauthorized Acquisition of Personal Information (Note:  Not applicable to Covered Entities under HIPAA).

Original Version:  October 1, 2009; Revised for Minor Changes:  10/15/09; 6/23/10; 8/19/10; 1/3/11; Major Revision HIPAA/HITECH Omnibus Rule:  3/5/13

ATTACHMENTS
Examples of Potential Breaches of Unsecured Protected Health Information

Note:  Each of these events may not rise to the level of a “breach.”  This can only be determined by completing the risk assessment analysis and making a determination of whether or not there is a low probability that the PHI has been compromised based on a risk assessment of at least the following factors:  The nature and extent of the  protected health information involved, including the types of identifiers and the likelihood of re-identification; The unauthorized person who used the protected health information or to the disclosure was made; Whether the protected health information was actually acquired or viewed; and The extent to which the risk to the protected health information has been mitigated.

· Workforce members access the electronic health records of a celebrity who is treated within the facility, and they are not involved in the patients care.
· Stolen lost laptop containing unsecured protected health information.
· Papers containing protected health information found scattered along roadside after improper storage in truck by business associate responsible for disposal (shredding).
· Posting of patient’s HIV+ health status on Facebook by a laboratory tech who carried out the diagnostic study.
· Misdirected e-mail of listing of drug seeking patients to an external group list.
· Lost flash drive containing database of patients participating in a clinical study.
· EOB (Explanation of Benefits) sent to wrong guarantor.
· Provider accessing the health record of divorced spouse for information to be used in a custody hearing.
· Workforce members accessing electronic health records for information on friends or family members out of curiosity/without a business-related purpose.
· EMT takes a cell phone picture of patient following a MVA and transmits photo to friends.
· Misfiled patient information in another patient’s medical records which is brought to the organization’s attention by the patient.
· Medical record copies in response to a payers request lost in mailing process and never received.
· Misdirected fax of patient records to a local grocery store instead of the requesting provider’s fax.
· Briefcase containing patient medical record documents stolen from car.
· PDA with patient-identifying wound photos lost.
· Intentional and non-work related access by staff member of neighbor’s information.
· Medical record documents left in public access cafeteria. 
Breach Penalties

Penalties for Breach:  Penalties for violations of HIPAA have been established under HITECH as indicated below.  The penalties do not apply if the organization did not know (or by exercising reasonable diligence would not have known) of the violation or if the failure to comply was due to a reasonable cause and was corrected within thirty days.
  Penalties will be based on the organization’s culpability for the HIPAA violation.  The Secretary of HHS will base its penalty determination on the nature and extent of the violation.  The Secretary still will have the discretion to impose corrective action without a penalty in cases where the person did not know (and by exercising reasonable diligence would not have known) that such person committed a violation.  

The maximum penalty is $50,000 per violation, with a cap of $1,500,000 for all violations of an identical requirement or prohibition during a calendar year.

The minimum civil monetary penalties are tiered based upon the entity's perceived culpability for the HIPAA violation, as follows:

Tier A – If the offender did not know
· $100 for each violation, total for all violations of an identical requirement during a calendar year cannot exceed $25,000.

Tier B – Violation due to reasonable cause, not willful neglect
· $1,000 for each violation, total for all violations of an identical requirement during a calendar year cannot exceed $100,000.

Tier C – Violation due to willful neglect, but was corrected.

· $10,000 for each violation, total for all violations of an identical requirement during a calendar year cannot exceed $250,000.

Tier D – Violation due to willful neglect, but was NOT corrected.
· $50,000 for each violation, total for all violations of an identical requirement during a calendar year cannot exceed $1,500,000.

Sample Notification Letter to Patients – Document to be Reviewed and Customized Prior to Use

[Date]

[Name here]

[Address 1 Here]

[Address 2 Here]

[City, State Zip Code]

Dear [Name of Organization Patient or Patient Name]:

I am writing to you with important information about a recent breach of your personal information from [Name of Organization]. We became aware of this breach on [Insert Date] which occurred on or about [Insert Date].  The breach occurred as follows:

Describe event and include the following information:

A. A brief description of what happened, including the date of the breach and the date of the discovery of the breach, if known.

B. A description of the types of unsecured protected health information that were involved in the breach (such as whether full name, Social Security number, date of birth, home address, account number, diagnosis, disability code or other types of information were involved).

C. Any steps the individual should take to protect themselves from potential harm resulting from the breach.

D. A brief description of what the organization is doing to investigate the breach, to mitigate harm to individuals, and to protect against further breaches.

E. Contact procedures for individuals to ask questions or learn additional information, which includes a toll-free telephone number, an e-mail address, Web site, or postal address.

Other Optional Considerations:

 To help ensure that this information is not used inappropriately, [Name of Organization] will cover the cost for one year for you to receive credit monitoring.  To take advantage of this offer, [Need to document the process for how this would work].
We also advise you to immediately take the following steps:

· Call the toll-free numbers of any one of the three major credit bureaus (below) to place a fraud alert on your credit report.  This can help prevent an identity thief from opening additional accounts in your name.  As soon as the credit bureau confirms your fraud alert, the other two credit bureaus will automatically be notified to place alerts on your credit report, and all three reports will be sent to you free of charge.

· Equifax: 1-800-525-6285; www.equifax.com; P.O. Box 740241, Atlanta, GA 30374-0241.

· Experian: 1-888-EXPERIAN (397-3742); www.experian.com; P.O. Box 9532, Allen, TX 75013.

· TransUnion: 1-800-680-7289; www.transunion.com; Fraud Victim Assistance Division, P.O. Box 6790, Fullerton, CA 92834-6790.


· Order your credit reports.  By establishing a fraud alert, you will receive a follow-up letter that will explain how you can receive a free copy of your credit report.  When you receive your credit report, examine it closely and look for signs of fraud, such as credit accounts that are not yours.

· Continue to monitor your credit reports.  Even though a fraud alert has been placed on your account, you should continue to monitor your credit reports to ensure an imposter has not opened an account with your personal information.

We take very seriously our role of safeguarding your personal information and using it in an appropriate manner.  [Name of Organization] apologizes for the stress and worry this situation has caused you and is doing everything it can to rectify the situation.

We have established a toll-free number to call us with questions and concerns about the loss of your personal information.  You may call [Insert Toll Free Number] during normal business hours with any questions you have.

We have also established a section on our Web site with updated information and links to Web sites that offer information on what to do if your personal information has been compromised.

[Insert Closing Paragraph Based on Situation] 

Sincerely,

[Insert Applicable Name/Contact Information]

Sample Media Notification Statement/Release – Document to be Reviewed and Customized Prior to Use
[Insert Date]
    

Contact:  [Insert Contact Information Including Phone Number/E-Mail Address]
IMMEDIATE RELEASE
       
[INSERT NAME OF ORGANIZATION] NOTIFIES PATIENTS OF BREACH OF UNSECURED PERSONAL INFORMATION


[Insert Name of Organization] notified [Insert Number] patients of a breach of unsecured personal patient protected health information after discovering the following event:

Describe event and include the following information as communicated to the victims:

A. A brief description of what happened, including the date of the breach and the date of the discovery of the breach, if known.

B. A description of the types of unsecured protected health information that were involved in the breach (such as whether full name, Social Security number, date of birth, home address, account number, diagnosis, disability code or other types of information were involved).

C. Any steps the individual should take to protect themselves from potential harm resulting from the breach.

D. A brief description of what the organization is doing to investigate the breach, to mitigate harm to individuals, and to protect against further breaches.

E. Contact procedures for individuals to ask questions or learn additional information, which includes a toll-free telephone number, an e-mail address, Web site, or postal address.

In conjunction with local law enforcement and security experts, [Name of Organization] is working to notify impacted patients to mitigate the damages of the breach.  [Name of Organization] has in place safeguards to ensure the privacy and security of all patient health information.  As a result of this breach, steps are underway to further improve the security of its operations and eliminate future risk.

In a notification to patients, [Name of Organization] has offered their resources as well as …. [Insert as Applicable].  [Name of Organization] also has encouraged its patients to contact their financial institutions to prevent unauthorized access to personal accounts.

[Name of Organization] has trained staff available for patients to call with any questions related to the data breach.  Patients may call [Insert Phone Number Here] from [Insert Hours] with any questions.  In addition, patients may visit [Name of Organization’s] Website at [Insert Web Address] for further information.

[Name of Organization] understands the importance of safeguarding our patients’ personal information and takes that responsibility very seriously,” said [Insert Name], President and CEO.  “We will do all we can to work with our patients whose personal information may have been compromised and help them work through the process.  We regret that this incident has occurred, and we are committed to prevent future such occurrences.  We appreciate our patients’ support during this time.

Please direct all questions to [Enter Contact Information]. 
Sample Talking Points (Based on an Example) – Document to be Reviewed and Customized Prior to Use
Talking Points to Respond to Inquiries About Breach of Unsecured Patient

Protected Health Information 

What Happened

Describe Incident Objectively (see sample below).

· An employee of the [Insert Name of Organization] has been arrested for using the personal health information of XX patients to obtain loans and credit cards.

· The employee has been charged with identity theft, bank fraud, and credit card fraud.

· The employee also illegally obtained $XXXXX in reimbursement for fraudulent health claims he/she submitted.

· The employee allegedly also sold the personal information of our patients to her brother.  He also has allegedly obtained credit cards using the patients’ identities.

· [Insert Law Enforcement Agency Name] is investigating in order to identify the patients affected by the identity theft.

· The employee worked as a supervisor in our claims administration area.

· The employee has been suspended without pay.  Her access to [Insert Name of Organization] facilities and any [Insert Name of Organization] computer systems has been terminated.

· As a supervisor, the employee had access to personal information of [Insert Name of Organization] patients.

· Her access to patient information was based on the information necessary to perform the duties she was assigned.

· The employee has been with the [Insert Name of Organization] for XX years.

· The employee underwent a full background check, including criminal check, upon her hire in 20XX.

· There have been no other charges against this employee in her time at [Insert Name of Organization].

· This is the first and only time this type of situation has happened at [Insert Name of Organization].

· [Insert Name of Organization] has contacted the affected patients and has provided credit monitoring services and a contact for additional guidance.

What Are We Doing Now

Customize as Applicable

· We are notifying each individual patient that has been affected by the incident and offering resources to answer any questions or concerns that he or she may have about the current situation.

· We are contacting the Secretary of the Department of Health & Human Services to notify him/her of the breach.

· We are our working with our Compliance Department, IT Department, Legal Department, and Human Resources, to review procedures to see if there are additional safeguards we should implement to prevent this type of incident in the future. 

· We are working with 

· law enforcement officials to provide them with any information to expedite the investigation and prosecution of this matter.

What We Will Do for Our Patients

· We will continue to make our compliance department available if patients have any questions or concerns regarding their credit.

· We have established a special toll-free number for [Insert Name of Organization] patients to call who have questions regarding their personal information. 

· We will also encourage patients to contact any of the three credit reporting agencies and establish a fraud alert.

Examples of Violations and Notification Recommendations

	Description/Type of HIPAA Violation
	Notify Patient?* 

	PHI mistakenly faxed to a grocery store (ex. prescription, test results).
	Yes

	PHI mistakenly faxed to an incorrect pharmacy (covered entity).
	Not Required, if the PHI is returned or destroyed & not further used or disclosed

	Lab results sent to incorrect provider at non-[org] facility.
	Not Required, if the PHI is returned or destroyed & not further used or disclosed.

	Lab results sent to incorrect provider at [org] facility and is not further used or disclosed.
	Not Required  - Incidental/Internal Error

	Test results faxed to provider's former organization.
	Not Required, if the PHI is returned or destroyed & not further used or disclosed

	Lab requisition provided to wrong patient (other patient name on form).
	Yes

	Lab requisition provided to wrong patient, but was retrieved before the patient was able to view the other patient's name/information.
	Not Required

	Paperwork for two other patients provided to patient.
	Yes

	EOB (Explanation of Benefits) sent to wrong guarantor.
	Yes

	Claim sent to known terminated insurance company.
	Not Required, if the PHI is returned or destroyed & not further used or disclosed

	Medical record copies in response to a payers request was sent to an incorrect payer, lost in mailing process, and never received or returned.
	Yes

	Incorrect patient's immunization sent to a parent.
	Yes

	Surgical order sent to incorrect healthcare facility.
	Not Required, if the PHI is returned or destroyed & not further used or disclosed

	Provider verbally informed adult patient's mother of test results.
	Yes

	Scheduler informed a patient of another patient's name who was treated for mental health, HIV, STDs, etc.
	Yes

	Scheduler informed a patient of another patient's name who was seen at a non-specialized facility.
	Yes

	Info given to a family member without a password (for a patient who requested restricted access).
	Yes

	EMT takes a cell phone picture of patient following a MVA and transmits photo to friends or posts on Facebook.
	Yes

	Medical record documents left in cafeteria used by the public.
	Yes

	A patient’s discharge paperwork is left lying in patient's room & found by someone other than that patient or staff member.
	Yes

	Patient's name and type of services announced in a patient waiting area - other patients present.
	Yes

	Can hear patient names in waiting area.
	Not Required – Incidental Communications/Minimum Necessary

	Briefcase containing patient medical record documents stolen.
	Yes

	Lab result printed in incorrect department and is not further used or disclosed.
	Not Required  - Incidental/Internal Error

	Lab results sent by [org] Hospital to [org] Clinic in error (or another entity in the OHCA) and is not further used or disclosed.
	Not Required  - Incidental/Internal Error

	Papers containing PHI found scattered along roadside after improper storage in truck by business associate responsible for disposal (shredding).
	Yes

	Transcription documents improperly disposed of at an employee's residence.
	Yes

	User access is unrelated to his/her duties (ex. A receptionist looked through a patient’s records to learn what treatment was provided).
	Yes. 

	User mistakenly types an incorrect mrn# and immediately exits record.
	Not Required, if PHI is not further used or disclosed

	User inappropriately accesses family members' PHI - not legal rep.
	Yes

	User inappropriately accesses family members' PHI - legal rep.
	Yes

	User inappropriately accesses neighbors' PHI.
	Yes

	User inappropriately accesses celebrity’s' PHI.
	Yes

	Temporary agency employee accessed father's record in EHR.
	Yes

	Posting of patient’s HIV+ health status on Facebook by a laboratory tech who carried out the diagnostic study.
	Yes

	Unencrypted flash drive lost that contains database of patients participating in a clinical study.
	Yes

	Misdirected e-mail listing of drug seeking patients to an external group list.
	Yes, unless encrypted and recipient unable to create own "key"

	Misdirected e-mail from a nurse to a co-worker in the billing department and includes PHI.
	Not Required, if PHI is not further used or disclosed

	Papers containing PHI found on sidewalk outside [org] facility.
	Yes

	Stolen/lost laptop containing unsecured PHI.
	Yes

	Unencrypted PDA with patient-identifying wound photos lost.
	Yes

	*If "not required" is indicated, may still need to report based on the other risks (financial, reputational, etc.) and/or sensitivity of the information/situation at hand; document decision made & reasons for this decision


Sample Breach Notification Log

The organization shall maintain a process to record or log all breaches of unsecured PHI regardless of the number of patients affected.  A record of the complete investigation of the potential breach as well as the risk assessment carried out to determine notification requirements should be created.   The risk assessment and the record/incident report should be cross referenced so that should the Secretary of HHS require more information, it is easy to locate and provide.

Note:  Reconfigure Width of Data Fields for Landscape Document or Spreadsheet
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· A description of what happened, including a description of the types of unsecured protected health information that were involved in the breach (such as full name, Social Security number, date of birth, home address, account number, etc.).

Risk Assessment Analysis Tool

	Note: For an acquisition, access, use or disclosure of PHI to constitute a breach, it must constitute a violation of the Privacy Rule 

Evaluation of Risk. An “acquisition, access, use, or disclosure in a manner not permitted is presumed to be a breach unless the covered entity or business associate, as applicable, demonstrates that there is a low probability that the protected health information has been compromised based on a risk assessment” of at least the following factors (document all decisions made):

	Q#
	Question
	Yes - Next Steps
	No - Next Steps

	Unsecured PHI

	1
	Was the impermissible use/disclosure unsecured PHI (e.g., not rendered unusable, unreadable, indecipherable to unauthorized individuals through the use of technology or methodology specified by the Secretary)?
	Continue to next question
	Notifications not required.  Document decision.

	The nature and extent of the PHI involved, including the types of identifiers and the likelihood of re-identification

	2
	What is the nature and extent of the PHI involved; including the types of identifiers and the likelihood of re-identification (can it be used by an unauthorized recipient in a manner adverse to the individual or otherwise used to further the unauthorized recipient’s own interests)? 
	May be a high risk when evaluated with other questions in this section. 
	Continue to next question

	3
	Was the information breached of a sensitive nature (e.g. with respect to financial information, credit card numbers, social security numbers, or other information that increases the risk of identity theft or financial fraud; with respect to clinical information, STDs, mental health, substance abuse and other forms of health info) – this may involve considering not only the nature of the services or other information but also the amount of detailed clinical information involved (e.g., treatment plan, diagnosis, medication, medical history information, test results?
	May be a high risk when evaluated with other questions in this section.
	Continue to next question

	4
	If there were few, if any, direct identifiers, is there a likelihood that the PHI could be re-identified based on the context and the ability to link the information with other available information (note: de-identified in accordance with 45 CFR 164.514(a)–(c) is not considered a breach)?;
	May be a high risk when evaluated with other questions in this section.
	Continue to next question

	The unauthorized person who used the protected health information or to the disclosure was made

	5
	Does the unauthorized person who used the PHI or to the disclosure was made have obligations to protect the privacy and security of the information (e.g. another entity governed by the HIPAA Privacy & Security Rules or a Federal Agency obligated to comply with the Privacy Act of 1974 & FISA of 2002?
	May be a low risk when evaluated with other questions in this section.
	Continue to next question

	Whether the protected health information was actually acquired or viewed

	6
	Was the PHI actually, or did the opportunity exist, for it to be acquired or viewed?
	May be a high risk when evaluated with other questions in this section.
	Continue to next question

	7
	Was the PHI returned prior to being accessed for an improper purpose (e.g., A laptop is lost/stolen, then recovered & forensic analysis shows the PHI was not accessed, viewed, acquired, transferred, or otherwise compromised)?
	May determine low risk and not provide notifications when evaluated with other questions in this section. Note: don't delay notification based on a hope it will be recovered.
	Continue to next question

	8
	Was the PHI mailed to the wrong individual who opened it and called to say that the information was received in error?
	May be a high risk when evaluated with other questions in this section
	Continue to next question

	9
	Was the PHI mailed to the wrong individual and returned the envelope is returned undelivered and unopened?
	May determine low risk.  Document decision.
	Continue to next question

	The extent to which the risk to the protected health information has been mitigated

	10
	Were the risks mitigated to the extent such that the organization received assurances of an employee, affiliated entity, BA, or another CE that the entity or person destroyed information it received in error?


	May determine low risk and not provide notifications when evaluated with other questions in this section.
	Continue to next question

	11
	Were the risks mitigated to the extent such that there are reasonable assurances that the information will not be further used or disclosed (such as through a confidentiality agreement) or destroyed?  
	May determine low risk and not provide notifications when evaluated with other questions in this section.
	Document all decisions made for this and the above questions.

	Burden of Proof: Required to document that all notifications were provided, as applicable or document that the impermissible acquisition, access, use, or disclosure of PHI did not constitute a breach requiring breach notification (“reportable” breach) by demonstrating through a breach risk assessment, based on at least the above four factors, that that there was a low probability that the PHI has been compromised.


[Practice Name]

WORKFORCE SANCTION POLICY
Background

In compliance with the Privacy Rule of the Administrative Safeguards provisions of the Health Insurance Portability and Accountability Act of 1996 (HIPAA) providers must have in place and implemented policies and procedures to apply appropriate sanctions against workforce members who fail to comply with the security policies and procedures of the covered entity or business associate. [§164.308 (a)(ii)(C)].  
Policy

[Practice Name] has adopted a Security Policy requiring [Practice Name] staff and agents to protect the integrity and confidentiality of electronic medical and other sensitive information.  In addition, [Practice Name] has adopted policies and standards to carry out the objectives of the Security Policy.  Each of these policies and standards note that all staff and agents of [Practice Name] must adhere to these policies and standards, that [Practice Name] will not tolerate violations of these policies and standards, and that such violations constitute grounds for disciplinary action up to and including termination, professional discipline, and criminal prosecution.

Any staff or agent of [Practice Name] who believes another staff or agent of [Practice Name] has breached the facility’s security policy or the policies and standards promulgated to carry out the objectives of the Security Policy or otherwise breached the integrity or confidentiality of sensitive information should immediately report such breach to his or her supervisor or to the Security Officer for [Practice Name].

The Security Officer for [Practice Name] will conduct a thorough and confidential investigation into the allegations.  The Security Officer will inform the complainant of the results of the investigation and any corrective action taken.  [Practice Name] will not retaliate against or permit reprisals against a complainant.  Allegations not made in good faith, however, may result in discharge or other discipline.

Violation of the facility’s security policy or individual policies and standards may constitute a criminal or civil offense under HIPAA, other federal laws, such as the Federal Computer Fraud and Abuse Act of 1986, 18 U.S.C. § 1030, or state laws.  Any employee or contractor who violates such laws may expect that [Practice Name] will provide information concerning the violation to appropriate law enforcement personnel or authorities and will cooperate with any subsequent investigation or prosecution.

This Policy is intended as a guide for the efficient and professional performance of employees’ duties to protect the integrity and confidentiality of medical and other sensitive information.   Nothing herein shall be construed to create a contract between the employer and the employee.  Additionally, nothing in this Policy is to be construed by any employee as containing binding terms and conditions of employment.  Nothing in this Sanction Policy should be construed as conferring any employment rights on employees.  Management retains the right to change the contents of this Policy as it deems necessary with or without notice. 

All employees and agents of [Practice Name] are expected to comply and cooperate with the facility’s administration of this policy.

Procedure
1. If at anytime the organization determines the failure to follow policies and procedures could have resulted in serious harm or damage to data, personnel, patients, clients, customers, visitors, and/or vendors, the organization reserves the right to sanction the employee immediately; up to and including termination of employment of the violating employee.
2. Details of the incident should be completed on the Security Incident Form and forwarded to the Security Officer.

Security Incident Report

	Report Date and Time:

	Incident Description:



	Incident Location/Path:

	Cause Suspected:

	Computer User Name(s)

	Response to Security Incident: (to be completed by HIPAA Security Officer) 
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[Practice Name]

SECURITY AWARENESS AND ASSESSMENTS POLICY
Purpose:  
This policy establishes the scope, objectives, and procedures of [Practice Name]’s information security risk management process. The risk management process is intended to support and protect the organization and its ability to fulfill its mission.  

Policy:   

1. It is the policy of [Practice Name] to conduct thorough and timely risk assessments of the potential threats and vulnerabilities to the confidentiality, integrity, and availability of its electronic protected health information (ePHI) (and other confidential and proprietary electronic information) and to develop strategies to efficiently and effectively mitigate the risks identified in the assessment process as an integral part of the organization’s information security program.  

2. Risk analysis and risk management are recognized as important components of [Practice Name]’s corporate compliance program and Information Technology (IT) security program in accordance with the Risk Analysis and Risk Management implementation specifications within the Security Management standard and the evaluation standards set forth in the HIPAA Security Rule, 45 CFR 164.308(a)(1)(ii)(A), 164.308(a)(1)(ii)(B), 164.308(a)(1)(i), and 164.308(a)(8).
A. Risk assessments are done throughout IT system life cycles: 
i. Before the purchase or integration of new technologies and changes are made to physical safeguards;

ii. While integrating technology and making physical security changes; and 
iii. While sustaining and monitoring of appropriate security controls.

B. [Practice Name] performs periodic technical and non-technical assessments of the security rule requirements as well as in response to environmental or operational changes affecting the security of ePHI.

3. [Practice Name] implements security measures sufficient to reduce risks and vulnerabilities to a reasonable and appropriate level to:

A. Ensure the confidentiality, integrity, and availability of all ePHI the organization creates, receives, maintains, and/or transmits, 

B. Protect against any reasonably anticipated threats or hazards to the security or integrity of ePHI, 

C. Protect against any reasonably anticipated uses or disclosures of ePHI that are not permitted or required, and 

D. Ensure compliance by workforce.  

4. Any risk remaining (residual) after other risk controls have been applied, requires sign off by the HIPAA Security Officer.
5. All [Practice Name] workforce members are expected to fully cooperate with all persons charged with doing risk management work.  Any workforce member that violates this policy will be subject to disciplinary action based on the severity of the violation according to [Practice Name]’s Sanction policy.

6. All risk management efforts, including decisions made on what controls to put in place as well as those to not put into place, are documented and the documentation is maintained for six years. 

Scope
The scope of the information security risk management process covers the administrative, physical, and technical processes that enable and govern ePHI that is received, created, maintained or transmitted.

Key Definitions:

Electronic Protected Health Information (ePHI):  Any individually identifiable health information protected by HIPAA that is transmitted by or stored in electronic media. 

Risk:  The likelihood that a threat will exploit a vulnerability, and the impact of that event on the confidentiality, availability, and integrity of ePHI, other confidential or proprietary electronic information, and other system assets.

Risk Management Team: Individuals who are knowledgeable about the Organization’s HIPAA Privacy, Security and HITECH policies, procedures, training program, computer system set up, and technical security controls, and who are responsible for the risk management process and procedures outlined below. This team is generally comprised of the Information Security Officer, Physical Plant Security Officer, Systems Analyst(s), Privacy Officer, Risk Manager, Compliance Officer, Chief Information Officer, and Security/Technology subject matter experts. 

Risk Assessment:  (Referred to as Risk Analysis in the HIPAA Security Rule); the process:

· Identifies the risks to information system security and determines the probability of occurrence and the resulting impact for each threat/vulnerability pair identified given the security controls in place; 

· Prioritizes risks; and

· Results in recommended possible actions/controls that could reduce or offset the determined risk.

Risk Management:  Within this policy, it refers to two major process components: risk assessment and risk mitigation.  This differs from the HIPAA Security Rule, which defines it as a risk mitigation process only.  The definition used in this policy is consistent with the one used in documents published by the National Institute of Standards and Technology (NIST).

Risk Mitigation:  Referred to as Risk Management in the HIPAA Security Rule, and is a process that prioritizes, evaluates, and implements security controls that will reduce or offset the risks determined in the risk assessment process to satisfactory levels within an organization given its mission and available resources.

Threat:  the potential for a particular threat-source to successfully exercise a particular vulnerability. Threats are commonly categorized as:   

· Environmental – external fires, HVAC failure/temperature inadequacy, water pipe burst, power failure/fluctuation, etc.

· Human – hackers, data entry, workforce/ex-workforce members, impersonation, insertion of malicious code, theft, viruses, SPAM, vandalism, etc. 

· Natural – fires, floods, electrical storms, tornados, etc. 

· Technological – server failure, software failure, ancillary equipment failure, etc. and environmental threats, such as power outages, hazardous material spills.

· Other – explosions, medical emergencies, misuse or resources, etc. 

Threat Source – Any circumstance or event with the potential to cause harm (intentional or unintentional) to an IT system.  Common threat sources can be natural, human or environmental which can impact the organization’s ability to protect ePHI.  

Threat Action – The method by which an attack might be carried out (e.g., hacking, system intrusion, etc.).
Vulnerability:  A weakness or flaw in an information system that can be accidentally triggered or intentionally exploited by a threat and lead to a compromise in the integrity of that system, i.e., resulting in a security breach or violation of policy. 

Procedures:

1. The implementation, execution, and maintenance of the information security risk analysis and risk management process is the responsibility of [Practice Name]’s HIPAA Security Officer (or other designated employee), and the identified Risk Management Team.  

2. Risk Assessment: The intent of completing a risk assessment is to determine potential threats and vulnerabilities and the likelihood and impact should they occur. The output of this process helps to identify appropriate controls for reducing or eliminating risk. 

A. Step 1. System Characterization

i. The first step in assessing risk is to define the scope of the effort.  To do this, identify where ePHI is created, received, maintained, processed, or transmitted.  Using information-gathering techniques, the IT system boundaries are identified, as well as the resources and the information that constitute the system.  Take into consideration policies, laws, the remote work force and telecommuters, and removable media and portable computing devices (e.g., laptops, removable media, and backup media). (See “Risk Analysis & Risk Management Toolkit – Network Diagram Example and Inventory Asset List” to assist with these efforts)

ii. Output – Characterization of the IT system assessed, a good picture of the IT system environment, and delineation of system boundaries.
B. Step 2. Threat Identification

i. In this step, potential threats (the potential for threat-sources to successfully exercise a particular vulnerability) are identified and documented.  Consider all potential threat-sources through the review of historical incidents and data from intelligence agencies, the government, etc., to help generate a list of potential threats.  The list should be based on the individual organization and its processing environment.  Output – A threat statement containing a list of threat-sources that could exploit system vulnerabilities.

C. Step 3. Vulnerability Identification

i. The goal of this step is to develop a list of technical and non-technical system vulnerabilities (flaws or weaknesses) that could be exploited or triggered by the potential threat-sources.  Vulnerabilities can range from incomplete or conflicting policies that govern an organization’s computer usage to insufficient safeguards to protect facilities that house computer equipment to any number of software, hardware, or other deficiencies that comprise an organization’s computer network. Output – A list of the system vulnerabilities (observations) that could be exercised by the potential threat-sources.

D. Step 4. Control Analysis

i. The goal of this step is to document and assess the effectiveness of technical and non-technical controls that have been or will be implemented by the organization to minimize or eliminate the likelihood (or probability) of a threat-source exploiting a system vulnerability.  

ii. Output – List of current or planned controls (policies, procedures, training, technical mechanisms, insurance, etc.) used for the IT system to mitigate the likelihood of a vulnerability being exercised and reduce the impact of such an adverse event.
E. Step 5. Likelihood Determination

i. The goal of this step is to determine the overall likelihood rating that indicates the probability that a vulnerability could be exploited by a threat-source given the existing or planned security controls
ii. Output – Likelihood rating of low (.1), medium (.5), or high (1), based on the NIST SP 800-30 definitions of low, medium, and high.

F. Step 6. Impact Analysis

i. The goal of this step is to determine the level of adverse impact that would result from a threat successfully exploiting a vulnerability.  Factors of the data and systems to consider should include the importance to the organization’s mission; sensitivity and criticality (value or importance); costs associated; loss of confidentiality, integrity, and availability of systems and data.  
ii. Output – Magnitude of impact rating of low (10), medium (50), or high (100), based on the NIST SP 800-30 definitions of low, medium, and high.

G. Step 7. Risk Determination

i. This step is intended to establish a risk level.  By multiplying the ratings from the likelihood determination and impact analysis, a risk level is determined.  This represents the degree or level of risk to which an IT system, facility, or procedure might be exposed if a given vulnerability were exercised. The risk rating also presents actions that senior management (the mission owners) must take for each risk level.  
ii. Output – Risk level of low (1-10), medium (>10-50) or high (>50-100), based on the NIST SP 800-30 definitions of low, medium, and high.

H. Step 8. Control Recommendations
i. The purpose of this step is to identify controls that could reduce or eliminate the identified risks, as appropriate to the organization’s operations to an acceptable level.  Factors to consider when developing controls may include effectiveness of recommended options (i.e., system compatibility), legislation and regulation, organizational policy, operational impact, and safety and reliability.  Control recommendations provide input to the risk mitigation process, during which the recommended procedural and technical security controls are evaluated, prioritized, and implemented
ii. Output – Recommendation of control(s) and alternative solutions to mitigate risk.

I. Step 9. Results Documentation

i. Results of the risk assessment are documented in an official report or briefing and provided to senior management (the mission owners) to make decisions on policy, procedure, budget, and system operational and management changes
ii. Output – A risk assessment report that describes the threats and vulnerabilities, measures the risk, and provides recommendations for control implementation.

3. Risk Mitigation: Risk mitigation involves prioritizing, evaluating, and implementing the appropriate risk-reducing controls recommended from the risk assessment process to ensure the confidentiality, integrity and availability of ePHI. Determination of appropriate controls to reduce risk is dependent upon the risk tolerance of the organization consistent with its goals and mission. 
A. Step 1. Prioritize Actions – 

i. Using results from Step 7 of the Risk Assessment, sort the threat and vulnerability pairs according to their risk-levels in descending order.  This establishes a prioritized list of actions needing to be taken, with the pairs at the top of the list getting/requiring the most immediate attention and top priority in allocating resources

ii. Output – Actions ranked from high to low


B. Step 2. Evaluate Recommended Control Options – 
i. Although possible controls for each threat and vulnerability pair are arrived at in Step 8 of the Risk Assessment, review the recommended control(s) and alternative solutions for reasonableness and appropriateness. The feasibility (e.g., compatibility, user acceptance, etc.) and effectiveness (e.g., degree of protection and level of risk mitigation) of the recommended controls should be analyzed. In the end, select a “most appropriate” control option for each threat and vulnerability pair.  

ii. Output – list of feasible controls


C. Step 3. Conduct Cost-Benefit Analysis – 
i. Determine the extent to which a control is cost-effective.  Compare the benefit (e.g., risk reduction) of applying a control with its subsequent cost of application. Controls that are not cost-effective are also identified during this step.  Analyzing each control or set of controls in this manner, and prioritizing across all controls being considered, can greatly aid in the decision-making process.
ii. Output – Documented cost- benefit analysis of either implementing or not implementing each specific control
D. Step 4. Select Control(s) – 
i. Taking into account the information and results from previous steps, the [Practice Name]’s mission, and other important criteria, the Risk Management Team determines the best control(s) for reducing risks to the information systems and to the confidentiality, integrity, and availability of ePHI.  These controls may consist of a mix of administrative, physical, and/or technical safeguards.
ii. Output – Selected control(s)
E. Step 5. Assign Responsibility – 
i. Identify the individual(s) or team with the skills necessary to implement each of the specific controls outlined in the previous step, and assign their responsibilities.  Also identify the equipment, training and other resources needed for the successful implementation of controls.  Resources may include time, money, equipment, etc.
ii. Output – List of resources, responsible persons and their assignments
F. Step 6. Develop Safeguard Implementation Plan – 
i. Develop an overall implementation or action plan and individual project plans needed to implement the safeguards and controls identified. The Implementation Plan should contain the following information: 

a. Each risk or vulnerability/threat pair and risk level 

b. Prioritized actions

c. The recommended feasible control(s) for each identified risk 

d. Required resources for implementation of selected controls

e. Team member responsible for implementation of each control

f. Start date for implementation

g. Target date for completion of implementation

h. Maintenance requirements.

ii. The overall implementation plan provides a broad overview of the safeguard implementation, identifying important milestones and timeframes, resource requirements (staff and other individuals’ time, budget, etc.), interrelationships between projects, and any other relevant information.  Regular status reporting of the plan, along with key metrics and success indicators should be reported to the organization’s executive management/leadership team (e.g. the Board, senior management, and other key stakeholders).

iii. Individual project plans for safeguard implementation may be developed and contain detailed steps that resources assigned carry out to meet implementation timeframes and expectations (often referred to as a work breakdown structure).  Additionally, consider including items in individual project plans such as a project scope, a list deliverables, key assumptions, objectives, task completion dates and project requirements.
iv. Output – Safeguard Implementation Plan
G. Step 7. Implement Selected Controls – as controls are implemented, monitor the affected system(s) to verify that the implemented controls continue to meet expectations. Elimination of all risk is not practical. Depending on individual situations, implemented controls may lower a risk level but not completely eliminate the risk. 

i. Continually and consistently communicate expectations to all Risk Management Team members, as well as senior management and other key people throughout the risk mitigation process.  Identify when new risks are identified and when controls lower or offset risk rather than eliminate it.  

ii. Additional monitoring is especially crucial during times of major environmental changes, organizational or process changes, or major facilities changes.

iii. If risk reduction expectations are not met, then repeat all or a part of the risk management process so that additional controls needed to lower risk to an acceptable level can be identified.

iv. Output – Residual Risk
4. Risk Management Schedule: The two principle components of the risk management process - risk assessment and risk mitigation - will be carried out according to the following schedule to ensure the continued adequacy and continuous improvement of [Practice Name]’s information security program:
A. Scheduled Basis – an overall risk assessment of [Practice Name]’s information system infrastructure will be conducted annually.  The assessment process should be completed in a timely fashion so that risk mitigation strategies can be determined and included in the corporate budgeting process.

B. Throughout a System’s Development Life Cycle – from the time that a need for a new information system is identified through the time it is disposed of, ongoing assessments of the potential threats to a system and its vulnerabilities should be undertaken as a part of the maintenance of the system.

C. As Needed – the Security Officer may call for a full or partial risk assessment in response to changes in business strategies, information technology, information sensitivity, threats, legal liabilities, or other significant factors that affect [Practice Name]’s information systems.

5. Process Documentation.  Maintain documentation of all risk assessment, risk management, and risk mitigation efforts for a minimum of six years.
Applicable Standards/Regulations:
 
· 45 CFR 164.308(a)(1)(ii)(A) – HIPAA Security Rule Risk Analysis
· 45 CFR 164.308(a)(1)(ii)(B) – HIPAA Security Rule Risk Management 
· 45 CFR 164.308(a)(8) – HIPAA Security Rule Evaluation
[Practice Name]

HIPAA SECURITY INCIDENT PROCEDURES

Policy:   

An information security incident response process is implemented to consistently detect, respond, and report incidents, minimize loss and destruction, mitigate the weaknesses that were exploited, and restore information system functionality and business continuity as soon as possible.  

This policy has been developed to address the HIPAA Security Rule standard for security incident procedures and as supplemented by HITECH provisions of American Recovery and Reinvestment Act (“ARRA”).
It is the policy of [Practice Name] to safeguard the confidentiality, integrity, and availability of operational and patient protected health information through an established information security incident response process.  The information security incident response process addresses:  

· Continuous monitoring of threats through intrusion detection systems (IDS) and other monitoring applications;

· Establishment of an information security incident response team;

· Establishment of procedures to respond to media inquiries;

· Establishment of clear procedures for identifying, responding, assessing, analyzing, and follow-up of information security incidents; 

· Workforce training, education, and awareness on information security incidents and required responses; and

· Facilitation of clear communication of information security incidents with internal, as well as external, stakeholders

Responsible for Implementation:   

Individuals needed and responsible to respond to a security incident make up a Security Incident Response Team (SIRT).  Membership on the SIRT may vary depending on the nature of the incident and may vary during the course of the investigation and remediation of the incident (Refer to NIST 800-61 for recommendations of how to develop a SIRT.)   Members may include the following:
· HIPAA Privacy/Security Official

· Senior Management

· Information Technology Staff

· Security Team Staff

· Building and/or Facilities Management Staff

Other Individuals which may be needed include representation from:

· Public Affairs

· Legal/Compliance 

· Internal Audit/Risk Management

· Other workforce/contractors or Business Associates involved in the incident or needed to fix/resolve it.

Applicable To:   

All workforce members/staff, departments, contractors and business partners of [Practice Name] must adhere to the Security Incident Response Policy.  

Violation of this policy and its procedures by workforce members may result in corrective disciplinary action, up to and including termination of employment.  Violation of this policy and procedures by others, including providers, providers' offices, business associates and partners may result in termination of the relationship and/or associated privileges.  Violation may also result in civil and criminal penalties as determined by federal and state laws and regulations.

Purpose:  

The purpose of this policy is to establish guidelines for the identification, response, reporting, assessment, analysis, and follow-up to all suspected information security incidents. The information security response process helps to ensure the security, confidentiality, integrity and availability of electronic information and the automated systems that contain it and the networks over which it travels.

Scope:   

This policy applies to the following security incidents:

· Technical security incidents (e.g., computer intrusions, denial of service to authorized users, etc.)

· Non-technical security incidents (e.g., administrative and physical incidents including, but not limited to theft, unlocked doors, unauthorized facility entry, unauthorized computer access, etc.)

Key Definitions:  

Electronic Protected Health Information (ePHI):  any individually identifiable health information protected (protected health information – PHI) by HIPAA that is transmitted by or stored by electronic media, maintained in electronic media, or transmitted or maintained in any other form or medium.
 

Event:  an occurrence that does not constitute a serious adverse effect on the organization or its operations, though it may be less than optimal.

· An adverse event is any observable computer security-related occurrence in a system or network with a negative consequence. Events require an analysis to determine their impact on the system or network to determine if the definition of an “event” is met. All events do not require a formal Security Incident Response.

· Examples of events include, but are not limited to:

· A hard drive malfunction that requires replacement

· Systems become unavailable due to power outage that is non-hostile in nature

· Accidental lockout of an account due to incorrectly entering a password multiple times

· Network or system instability

Indication:  A sign that an incident may have occurred or may be occurring at the present time.  Examples of indications include:

· The network intrusion detection sensor alerts when a known exploit occurs against an FTP server.  Intrusion detection is generally reactive, looking only for footprints of known attacks.  It is important to note that many IDS “hits” are also false positives and are neither an event nor an incident.

· The antivirus software alerts when it detects that a host is infected with a worm.

· The Web server crashes.

· Users complain of slow access to hosts on the Internet.

· The system administrator sees a filename with unusual characteristics.

· The user calls the help desk to report a threatening e-mail message (and it is determined by Information Services that it is a legitimate risk issue).

· Other events that are not normal to the operation of an individual system

Precursor:  A sign that an incident may occur in the future.  Examples of precursors include:

· Suspicious network and host-based IDS events/attacks.

· Alerts as a result of detecting malicious code at the network and host levels.

· Alerts from file integrity checking software.

· Alerts from third party monitoring services.

· Audit log alerts.

Information/Computer Security Incident (incident):   a violation or imminent threat of violation of computer security policies, acceptable use policies, or standard security practices. 

· An incident is the culmination of one or more events with adverse effects. 

· An “imminent threat of violation” refers to a situation in which the organization has a factual basis for believing a specific incident is about to occur.  

Security incidents include, but are not limited to: 

· A system or network breach accomplished by an internal or external entity; this breach can be inadvertent or malicious

· Unauthorized disclosure

· Unauthorized change or destruction of ePHI (i.e., delete dictation, data alterations not following <ORGANIZATION’S> procedures)

· Physical threat to staff members or external entities at the site

· Physical intrusion/security incident/active shooter

· Biological threat to staff members or external entities at the site (e.g., bioterrorism attacks, such as those conducted through use of toxins such as anthrax)

· Disaster or enacted threat to business continuity

· Examples of information security incidents may include, but are not limited to, the following:

· Denial of Service:  An attack that prevents or impairs the authorized use of networks, systems, or applications by exhausting resources.

· Malicious Code:  An Advanced Persistent Threat (APT) such as a worm, virus, Trojan horse, ransom ware or other code-based malicious entity that infects a host.

· Unauthorized Access/System Hijacking:  A person gains logical or physical access without permission to a network, system, application, data, or other resource.  Hijacking occurs when an attacker takes control of network devices or workstations.

· Inappropriate Usage:  A person violates acceptable computing use policies.

· Unplanned Downtime:  The network, system, and/or applications are not accessible due to any unexplainable circumstance causing downtime (e.g., system failure, utility failure, disaster situation, etc.).

· Multiple Component:  A single incident that encompasses two or more incidents (e.g., a malicious code infection leads to unauthorized access to a host, which is then used to gain unauthorized access to additional hosts).

· Other examples of observable information security incidents may include, but are not limited to:
· Use of another person’s individual password and/or account to login to a system.

· Failure to protect passwords and/or access codes (e.g., posting passwords on equipment).

· Leaving workstations unattended while actively signed on.

· Installation of unauthorized software.

· Falsification of information.

· Theft of equipment or software.

· Destruction of tampering with equipment or software.

· Posting of PHI on the Internet from a web portal.

· Discarding of PC hard drives, CDs or other devices including PHI without following approved destruction/disposal guidelines.

· Terminated workforce member accessing applications, systems, or network.

1. Preparation and Identification/Detection Phase (Phase I):

A. Immediately upon observation workforce members must report suspected and known precursors, events, indications, and security incidents in one of the following ways (note: each organization needs to define how these need to be reported that best suits the organization’s infrastructure):
i. Report through technical means, such as an Information Services Help Desk.

ii. Direct report to management or the HIPAA Privacy/Security Official.

B. The individual who receives the report notifies the appropriate HIPAA Official (or other designee) and initiates completion of an Information Security Incident Report (SIR) form (See Appendix 2). The intent of the SIR form is to provide a summary of all events, efforts, and conclusions of each phase of this policy and procedures.

C. The HIPAA Security Official assesses the validity of the information and determines if the issue is a precursor, indication, event, or security incident.

i. If the issue is an event, indication, or precursor the HIPAA Security Official forwards it to the appropriate resource for investigation.

a. Physical Intrusion:   referred to the facilities manager and law enforcement (if necessary for protection).

b. Non-Technical Event (minor infringement):  referred to the HIPAA Security Official completes a SIR Form and investigates the incident. If a non-technical security incident is discovered the SIRT completes the investigation, implements preventative measures, and resolves the security incident.

c. Technical Event:  referred to an IT resource to assist the team in investigation, containment and resolution. Technical resources can be identified from www.sans.org, www.nist.gov or other sites.

d. Consideration may also be given to providing notification to the cyber-liability insurance carrier. 

ii. If the issue is a security incident the HIPAA Security Official activates the Security Incident Response Team (SIRT).   The SIRT is responsible for:

a. properly identifying an incident and the extent of the incident

b. providing immediate notification to appropriate parties

c. considering completion of a risk assessment specific to the incident 

d. analyzing the available information

e. assembling the necessary SIRT members

f. creating an action plan and appropriate time frames

g. gathering data and/or evidence 

h. determining the extent of access or damage

i. The lead member of the SIRT team ensures that an Information Security Incident Report (SIR) form is initiated.  

ii. Each individual on the SIRT and the technical security resource are responsible for documenting all measures taken during each phase, including the start and end times of all efforts.

2. Containment Phase (Phase II -Technical): Once an incident is verified, [Practice Name]’s IT department attempts to immediately limit the scope and magnitude of the security incident and secures the physical and network perimeter. This includes cleaning affected systems, recovering data, involving law enforcement agencies (if appropriate), finalizing the collection of logs and data, returning systems or networks to a fully operational condition.
A. It is extremely important to take detailed notes during the security incident response process. Collection of forensic evidence will be established on a case by case basis and will include the use of appropriate Chain of Custody procedures (See Appendix 3).  This provides that the evidence gathered during the security incident can be used successfully during prosecution, if appropriate.

B. The SIRT reviews any information that has been collected by the HIPAA Security Official or any other individual investigating the security incident (as potential forensic evidence).

C. The IT department is responsible for:
i. Loading a trusted shell.

ii. Retrieving any volatile data from the affected system.

iii. Determining the relative integrity and the appropriateness of backing the system up.

iv. If appropriate, backing up the system.

v. Changing the password(s) to the affected system(s).

vi. Determining whether it is safe to continue operations with the affect system(s) and if it is safe, allow the system to continue to function and complete any documentation relative to the security incident on the SIR Form.  

vii. If it is NOT safe to allow the system to continue operations, discontinue the system(s) operation and move to Phase III, Eradication.  

viii. The individual completing this phase provides written communication to the SIRT on the SIR Form or the Incident Containment form (See Appendix 4).

D. The Security Official is responsible to continuously apprise Senior Management of progress.

3. Eradication Phase (Phase III - Technical): The Eradication Phase represents the SIRT’s effort to remove the cause, and the resulting security exposures, that are now on the affected system(s). 

A. Determine symptoms and cause related to the affected system(s).

B. Strengthen the defenses surrounding the affected system(s) .  This may include the following:

i. An increase in network perimeter defenses.

ii. An increase in system monitoring defenses.

iii. Remediation (“fixing”) any security issues within the affected system, such as removing unused services/general host hardening techniques.

iv. Others.

C. Conduct a detailed vulnerability/risk assessment to verify all the holes/gaps that can be exploited have been addressed.  If additional issues or symptoms are identified, take appropriate preventative measures to eliminate or minimize potential future compromises.

D. Update the SIR Form with the information learned from the vulnerability assessment, including the cause, symptoms, and the method used to fix the problem with the affected system(s).

E. The Security Official is responsible to continuously apprise Senior Management of progress.

4. Recovery Phase (Phase IV - Technical): The Recovery Phase represents the SIRT’s effort to restore the affected system(s) back to operation after the resulting security exposures, if any, have been corrected.
A. The technical team determines if the affected system(s) have been changed in any way.

i. If they have, the technical team restores the system to its proper, intended functioning (“last known good”).

a. Once restored, the team validates that the system functions the way it was intended/had functioned in the past.  This may require the involvement of the business unit that owns the affected system(s).

b. If operation of the system(s) had been interrupted (i.e., the system(s) had been taken offline or dropped from the network while triaged), restart the restored and validated system(s) and monitor for behavior.

ii. If the system had not been changed in any way, but was taken offline (i.e., operations had been interrupted), restart the system and monitor for proper behavior.

B. Update the SIR Form with the detail that was determined during this phase.

C. Apprise Senior Management of progress.

D. Working with the Media: Certain types of information security incidents may generate the attention of the news media.  The organization may also choose to initiate contact with the news media in certain circumstances.  The organization’s designated media relations contact should serve as the liaison between the organization and the news media.  In the absence of a media relations contact person, administration designates a media relations contact or seeks assistance from the corporate office in working with the news media.  The media relations contact can serve as a single point of contact for the news media, which eliminates the need to involve the SIRT members and leaves them free to manage the security incident.  The IS leader or a member of the SIRT should be prepared to share information with the media relations contact.  Key considerations when working with the media relations contact/news media:

i. Contact the organization’s legal counsel if unsure of legal issues.

ii. Establish a single point of contact (media relations contact) when working with the news media to ensure that all inquiries and statements are coordinated.

iii. Keep the level of technical detail very low – do not provide attackers with information.

iv. Be as accurate as possible.

v. Do not speculate.

vi. Ensure that any details about the incident that may be used as evidence are not disclosed without the approval of investigative agencies.

5. Follow-up Phase (Phase V - Technical and Non-Technical): The Follow-up Phase (post-incident analysis) represents the review of the security incident to look for “lessons learned” or the root cause and to determine whether the process that was taken could have been improved in any way.  It is recommended all security incidents be reviewed shortly after resolution to determine where response could be improved.  Timeframes may extend to one to two weeks post-incident.

A. Responders to the security incident (SIRT Team and technical security resource) meet to review the documentation collected during the security incident.

i. Create a “lessons learned” document and attach it to the completed SIR Form.

ii. Ensure the identified corrective actions have been fully implemented

iii. Evaluate the cost and impact of the security incident to the organization using the documents provided by the SIRT and the technical security resource.

iv. Determine what could be improved.

v. Communicate these findings to Senior Management for approval and for implementation of any recommendations made post-review of the security incident.

vi. Carry out recommendations approved by Senior Management; sufficient budget, time and resources should be committed to this activity.

vii. Close the security incident.

B. Periodic Evaluation: It is important to note that the processes surrounding security incident response should be periodically reviewed and evaluated for effectiveness.  This also involves appropriate training of resources expected to respond to security incidents, as well as the training of the general population regarding the organization’s expectation for them, relative to security responsibilities.

6. Retention of Security Incident Documentation: Maintain all documentation surrounding every security incident, to include all work papers, notes, incident response forms, meeting minutes and other items relevant to the investigation in a secure location for a period of six (6) years.
APPENDIX 1:  SECURITY INCIDENT RESPONSE FLOW
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APPENDIX 2:  SAMPLE INFORMATION SECURITY INCIDENT REPORT FORM

	INCIDENT IDENTIFICATION INFORMATION

	Incident Detector’s Information:

	Name:
	Date/Time Detected:

	Title:
	Location:

	Phone/Contact Info:
	System/Application:

	INCIDENT SUMMARY

	Type of Incident Detected:

	· Denial of Service

· Loss/theft
	· Malware/RansomWare
	· Unauthorized Use/Disclosure

	· Unauthorized Access

· Phishing
	· Unplanned Downtime
	· Inadvertent site security

· Other:

	Description of Incident:

	

	

	

	

	Names of Others Involved:

	

	INCIDENT NOTIFICATION

	· IS Leadership
	· System/Application Owner

	· Security Incident Response Team
	· System/Application Vendor

	· Administration
	· Public Affairs

	· Human Resources
	· Legal Counsel

	· Other:

	ACTIONS (Include Start & Stop Times)

	(Phase I) Identification Measures (Incident Verified, Assessed, Options Evaluated):

	

	

	

	

	(Phase II) Containment Measures:

	

	

	

	

	Evidence Collected (Systems Logs, etc.):

	

	

	

	

	(Phase III) Eradication Measures:

	

	

	

	

	(Phase IV) Recovery Measures

	

	

	

	

	EVALUATION 

	How Well Did the Workforce Members Respond?

	

	

	Were the Documented Procedures Followed?  Were They Adequate?

	

	

	What Information Was Needed Sooner?

	

	

	Were Any Steps or Actions Taken That Might Have Inhibited the Recovery?

	

	

	What Could the Workforce Members Do Differently the Next Time an Incident Occurs?

	

	

	What Corrective Actions Can Prevent Similar Incidents in the Future?

	

	

	What Additional Resources Are Needed to Detect, Analyze, and Mitigate Future Incidents?

	

	

	Other Conclusions/Recommendations:

	

	

	FOLLOW-UP

	Review By (Organization to determine):
	· Security Official
	· IS Department/Team

	
	· Other:

	Recommended Actions Carried Out:

	

	

	Initial Report Completed By:
	

	Follow-Up Completed By:
	


APPENDIX 3:  CHAIN OF CUSTODY PROCEDURES

It is important that a Chain of Custody is created for each Incident to ensure integrity of the procedure and the data.  Critical to this process is creating an evidence tag for each piece of evidence gained during the security incident, as follows:

Tag front:
· The time and date of the action

· The number assigned to the case

· The number of the particular evidence tag

· Whether consent is required and the signature of the person who owns the information being seized

· Who the evidence belonged to before the seizure, or who provided the information

· A complete description of the evidence

Back of the evidence tag:

· Who the evidence was received from 

· The date of receipt

· The reason the evidence was given to another person

· Who received the evidence and where it was received and subsequently located to

· The individuals occupying the office

· The names of employees that may have access to the office

· The location of the computer systems in the room

· The state of the system (whether it was powered on, and what is visible on the screen

· Network connections or modem connections

· The people present at the time forensic duplication was performed

· The serial numbers, models and makes of the hard drives and the components of the system

· The peripherals attached to the system

[Practice Name]
HIPAA REPORTING UNAUTHORIZED DISCLOSURE PROCEDURE

Policy

Any unauthorized or suspected unauthorized use or disclosure of PHI by a [Practice Name] employee or Business Associate requires immediate reporting to management.  Management is required to contact the Privacy/Security Official, mitigate if practical and fill out the attached Unauthorized Use or Disclosure Report.

Procedure
1. Upon becoming aware of an unauthorized or suspected unauthorized use or disclosure of PHI, the involved [Practice Name] employee or business associate is required to immediately contact management.

2. [Practice Name] management will determine if mitigation is practical.

a. If Mitigation is practical, such steps must be taken to reduce the effect of the use or disclosure.

b. Documentation of the steps taken will be conducted.

3. Management will contact the Privacy/Security Official to initiate documentation of the matter.

4. The involved [Practice Name] employee or business associate will be required to prepare a statement detailing the unauthorized use or disclosure of PHI.

5. The statement must:

a. Identify the nature of the use or disclosure;

b. Identify the PHI used or disclosed;

c. Identity who made use of or received the disclosure;

d. Identify (together with management) what corrective actions [Practice Name] took or will take to prevent further uses or disclosures; and

e. Identify (together with management) what [Practice Name] did or will do to mitigate any effects of the use or disclosure.

6. The statement will be used by the Privacy/Security Official to prepare the attached report. 

Unauthorized Use or Disclosure of PHI Report

1.
Client: 


Date of Disclosure:   

 

Date Client Notified:    
A.
Individual/ Client Notified:  

Name:

 
Position: 

Phone Number: 

2.
Nature of the Disclosure:

3.
Identify the PHI Used or Disclosed:

4.
Identity of the Individual/Entity who made Use or Received the Disclosure:

Name:


Address:


5.
Identify the Corrective Action Taken / or to be Taken by Company to Prevent Further Uses or Disclosures in this Manner:

6.
Was Mitigation Practical?
__ ______________


A.
Who made the decision?
____________________________


B.
What was the basis for this decision? ________________________________________


C.
Identify the Actions of Company / or the Anticipated Actions of the Company in an Effort to Mitigate the Effects of this Use or Disclosure:

Submit Report to:
   [Practice Name] Management



   [Practice Name] HIPAA Privacy/Security Officer

Recommendations and Signoff

1. Compliance Officer - Recommended Course of Action:  

2. Compliance Officer - Verification of Corrective Action:  
Signature






Date 




3. Privacy Official - Signoff / Comments 

Signature






Date 




[Practice Name]
HIPAA WORKSTATION USAGE & SOFTWARE USE POLICY
Policy

The purpose of the [PRACTICE NAME] workstation usage policy is to:

· Prevent inappropriate, unethical, or unlawful:  use of hardware and software resources; dissemination of information; and access to the Internet.

· Protect corporate image and remove risk associated with:  non-compliant use of licensed or copyrighted software, hardware, or related material; unauthorized access to the [PRACTICE NAME] network; virus attacks or infection to networked systems.

· Conduct business in a professional manner and improve productivity by eliminating unnecessary use of the Internet.

· Protect the security, integrity, and reliability of electronic equipment.

· Reduce network traffic and resource utilization by eliminating unnecessary use.

This policy applies to all users (associates, temporary workers, visitors, vendors, customers, contractors and business associates) of [PRACTICE NAME]’s computers and related equipment, included but not limited to: cellular devices, PDA’s, office phones, hand-held scanning devices, and copy/fax machines.  This policy applies to anyone located at the [PRACTICE NAME] facility, a user’s home office, any other location, or while connected by any cellular, dialup, or broadband connection.

Monitoring and Enforcement

The company reserves the right to monitor and/or inspect email accounts, personal file directories, web access, phones, and any information stored on the company computers and related equipment at any time without notice.  All data and communications, included but not limited to emails, should be considered company property and are subject to audit at any time.

The Company reserves the right to enforce this policy; violation of the policy by any [PRACTICE NAME] employee will be subject to disciplinary action up to and including termination of employment; and in certain situations, legal or criminal prosecution.

Strictly Prohibited Use or Activities

The following activities are strictly prohibited.  This list is not meant to be all-inclusive:

· Access, acquisition, storage, or dissemination of data which is illegal, pornographic, or which negatively depicts sex, race, religion, sexual orientation, marital status, military status, disability, national origin or any protected class.

· Use for conducting a personal business enterprise, political or religious activities, engaging in any form of intelligence review or collection of [PRACTICE NAME] data, engaging in fraudulent activities, or knowingly disseminating false or otherwise libelous materials.

· Downloading or playing music, video games, copyrighted or patented materials, or any other data used for personal interests.

· Accessing outside personal email accounts.

· Accessing any gaming or gambling sites.

· Creation and/or administration of Web sites or blogs (unless specifically authorized).

· Participation in “chat rooms” or any social networks for any reason other than specific business related activities is prohibited on company time, i.e. Facebook, Twitter, etc.

· Inappropriate postings on social networks that disparage the company or any of its associates.

· Circulation of “chain emails”; emails that are disruptive, offensive or harmful to morale, ethnic slurs, racial comments, jokes, or anything construed as harassment or showing disrespect for fellow associates, customers, or vendors.

· Sending an email under the guise of another person.

· Unapproved access, altercation, destruction, or tampering with email or any document or other data.

Passwords

· Passwords should be changed at intervals established by [PRACTICE NAME].

· Passwords are not to be shared amongst employees or disclosed to anyone.  Every employee should maintain his/her own password.  Employees are not to use another associate’s password.

Flash Drives

· Flash drives must utilize password protection as provided by the device.

· Flash drives should be used as a means to transfer data from one machine to another.  They should not be used to store critical data.

Remote Access

· Connecting to the [PRACTICE NAME] Network is permitted only with devices and configurations approved by [PRACTICE NAME].  All access must be done through secure password authentication.

Use of Email and the Internet

All employees have a responsibility to use email and the Internet in a professional, lawful, and ethical manner.  Email may not be used to solicit others for commercial ventures, religious or political causes, outside organizations, or other personal non-business matters.  If an employee chooses to go public about [PRACTICE NAME]-related matters on the employee’s own time and equipment with opinions via a social networking site, blog, or other Internet posting, the employee is legally responsible for his/her commentary.  Individuals can be held personally liable for any commentary deemed to be obscene, defamatory, or constituting the improper release of proprietary information.

Where no policy or guideline exists, employees should use good judgment and take the most prudent action possible.  If uncertain about any issue, employees can consult with their supervisor or a member of the [PRACTICE NAME] management team.

Software Use Policy

It is the policy of [PRACTICE NAME]  and its subsidiaries that all software loaded, downloaded, stored or placed in anyway into an [PRACTICE NAME] computer, software resident device or utilized for [PRACTICE NAME] business purposes must have a specific business use and be properly licensed, installed and utilized.

Any approved personal software may only be loaded, downloaded, stored or placed in anyway on a [PRACTICE NAME] computer with the written approval of a Leadership Team member and subject to a copy of a valid software license being filed before any installation, access, or use.

Further, all software loaded, downloaded, stored, or placed in anyway into a [PRACTICE NAME] computer shall be accessed, used or interfaced with other computer software only in strict compliance with the terms of such software license and applicable law.

All computers and software resident devices shall be audited periodically to ensure compliance with this policy.

Violation of this Software Policy will be grounds for disciplinary action up to and including dismissal from employment at [PRACTICE NAME].  Questions regarding this policy should be directed to your Leadership Team member.
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Your Signature Please

Your signature is required at the bottom of this document to indicate your acknowledgement and understanding of the human resources policies outlined in the Guide and your understanding of your responsibilities regarding Confidential Information.

Associate Guide

Statement of Understanding
I understand that this Guide contains the principles and procedures that [PRACTICE NAME] generally follows in administering its human resources programs.  However, these are only guidelines, and [PRACTICE NAME] reserves the right to change these guidelines at any time.  I also understand these guidelines are not to be construed as an employment contract, as my employment remains “at will”, and can be terminated at any time by either [PRACTICE NAME] or me for any reason or no reason. 

I understand that:

a)
I am responsible for reading and understanding all the guidelines contained in this Guide.

b)
I will contact a member of management for interpretation or clarification of any company policy, which I do not understand.

Associate Confidentiality Agreement

As an associate of [PRACTICE NAME], I understand that I will use and acquire knowledge and information about [PRACTICE NAME]’s operations, finances, business, customers, processes and other business information, which [PRACTICE NAME] deems confidential, private or proprietary. In addition, our customers will provide confidential patient information, medical information and other proprietary information to be used in providing services to these customers and their patients. All of this information is referred to as “Confidential Information”. 

Patient information is personal and must be kept confidential.  This means that only a person with a business need to know will have access to this information.  Since [PRACTICE NAME] is involved in healthcare operations on behalf of our clients, you may have a legitimate business need to see Confidential Information, however, Confidential Information, including the identity of patients, is subject to many statutory, regulatory and common law protections.  These protections include, but are not limited to, federal and state laws protecting general medical records and behavioral health records and federal regulations governing the confidentiality of substance abuse information.  The Health Insurance Portability and Accountability Act (HIPAA), outlines fines and criminal action that [PRACTICE NAME] as well as individual employees are subject to if Confidential Information is disclosed to parties that do not have a business need to know.  The Social Security Act of 1974 and the Privacy Act also contain legal action for disclosure of Confidential Information. 

This means that you must not discuss claim information with others, either inside or outside the work place.  You must work to keep all claim information protected from unauthorized exposure by strictly following all confidentiality and security policies and procedures.
I understand that:

a)
I will not disclose any Confidential Information during the time of my employment or at any time, to any person who has not been authorized by [PRACTICE NAME] to receive such information, and will not remove any Confidential Information from the premises without permission of [PRACTICE NAME] management.  I will fully comply with all confidentiality agreements between [PRACTICE NAME] and its customers.  I understand that misuse or disclosure of Confidential Information may result in corrective action, up to and including termination and legal action.

b) At the time I leave employment with [PRACTICE NAME], I will return all copies of correspondence, documentation, memos, patient charts or files, manuals, charts, computer software or other items or materials containing Confidential Information to [PRACTICE NAME]. 

c)
[PRACTICE NAME]  is legally and contractually bound to protect the privacy and confidentiality of all such Confidential Information, and that as an associate of [PRACTICE NAME], I am also bound to that standard of confidentiality.

I HAVE READ AND UNDERSTAND THE ABOVE NOTICES REGARDING MY RESPONSIBILITIES IN UNDERSTANDING THE CONTENTS OF THIS GUIDE, AND MY UNDERSTANDING OF [PRACTICE NAME]’s AND MY OBLIGATION REGARDING THE SAFEGUARDING OF CONFIDENTIAL INFORMATION.

Associate Name (Please Print)





Associate Signature


                     
Date

Please Note:  This is a reference copy. Please sign the accompanying copy and return to Human Resources. It will be maintained in our files.

[Practice Name]

HIPAA WORKSTATION SECURITY POLICY
Policy

It is the responsibility of the entire workforce who uses [Practice Name]’s computer network to take reasonable measures to protect the network from virus infections.

Procedure
Implementation:

1. The installation and upgrades of Symantec anti-virus software and following the guidelines for checking for viruses.

2. Virus definitions will be downloaded and/or pushed out to the network as they become available from the software vendor via the Internet.

Virus Checking Procedures

Processes to prevent virus problems:

1. Always run the Organization standard, supported anti-virus software which will be installed and maintained by the Network Administration staff.

2. NEVER open any files or macros attached to an email from any suspicious or untrustworthy source. Delete these attachments immediately, then "double delete" them by emptying your “Recycle Bin”.

3. Delete spam, chain, and other junk email without forwarding.

4. Never download files from unknown or suspicious sources.

5. Avoid direct disk sharing with read/write access unless there is absolutely a business requirement to do so. 

6. Always scan a floppy disk or diskette from an unknown source for viruses before using it.

7. Back-up critical data and system configurations on a regular basis and store the data in a safe place.

8. Report all suspected virus infections to the Network Administration staff IMMEDIATELY.  The Network Administration staff will inform the Security Officer IMMEDIATELY for documentation.

9. New viruses are discovered almost every day.  Periodically check the Virus Scan Software vendor’s website for updates and information on new viruses.

Your Signature Please
Your signature is required at the bottom of this document to indicate your acknowledgement and understanding of the HIPAA policies and your understanding of your responsibilities regarding Confidential Information.

Statement of Understanding
I understand the principles and procedures that [PRACTICE NAME] generally follows in complying with HIPAA.   

I understand that:

a)
I am responsible for reading and understanding all the HIPAA Policies and any revisions as might be distributed from time to time.

b)
I will contact a member of management for interpretation or clarification of any HIPAA policy, which I do not understand.

Associate Confidentiality Agreement

As an associate of [PRACTICE NAME], I understand that I will use and acquire knowledge and information about [PRACTICE NAME]’s operations, finances, business, customers, processes and other business information, which [PRACTICE NAME] deems confidential, private or proprietary. In addition, our customers will provide confidential patient information, medical information and other proprietary information to be used in providing services to these customers and their patients. All of this information is referred to as “Confidential Information”. 

Patient information is personal and must be kept confidential.  This means that only a person with a business need to know will have access to this information.  Since [PRACTICE NAME] is involved in healthcare operations on behalf of our clients, you may have a legitimate business need to see Confidential Information, however, Confidential Information, including the identity of patients, is subject to many statutory, regulatory and common law protections.  These protections include, but are not limited to, federal and state laws protecting general medical records and behavioral health records and federal regulations governing the confidentiality of substance abuse information.  The Health Insurance Portability and Accountability Act (HIPAA), outlines fines and criminal action that [PRACTICE NAME]  as well as individual employees are subject to if Confidential Information is disclosed to parties that do not have a business need to know.  The Social Security Act of 1974 and the Privacy Act also contain legal action for disclosure of Confidential Information. 

This means that you must not discuss claim information with others, either inside or outside the work place.  You must work to keep all claim information protected from unauthorized exposure by strictly following all confidentiality and security policies and procedures.

I understand that:

a)
I will not disclose any Confidential Information during the time of my employment or at any time, to any person who has not been authorized by [PRACTICE NAME], to receive such information, and will not remove any Confidential Information from the premises without permission of [PRACTICE NAME] management.  I will fully comply with all confidentiality agreements between [PRACTICE NAME] and its customers.  I understand that misuse or disclosure of Confidential Information may result in corrective action, up to and including termination and legal action.

c) At the time I leave employment with [PRACTICE NAME], I will return all copies of correspondence, documentation, memos, patient charts or files, manuals, charts, computer software or other items or materials containing Confidential Information to [PRACTICE NAME]. 

c)
[PRACTICE NAME] is legally and contractually bound to protect the privacy and confidentiality of all such Confidential Information, and that as an associate of [PRACTICE NAME], I am also bound to that standard of confidentiality.

I HAVE READ AND UNDERSTAND THE ABOVE NOTICES REGARDING MY RESPONSIBILITIES IN UNDERSTANDING THE CONTENTS OF THIS GUIDE, AND MY UNDERSTANDING OF [PRACTICE NAME]’s AND MY OBLIGATION REGARDING THE SAFEGUARDING OF CONFIDENTIAL INFORMATION.

Associate Name (Please Print)





Associate Signature


                     
Date
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Commence Security Incident Response Process





Technical Phase 2
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Forward to the appropriate resource for resolution





Develop Problem Solution





If technical, assign Deployment to IS resource





Yes





No





No
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Close Security Incident
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2HIPAA Security Rule 45 CFR §164.105(c)(2) – Implementation Specification:  Retention Period.


� 16 CFR Part 318 Available at:  � HYPERLINK "http://www.ftc.gov/os/2009/08/R911002hbn.pdf" ��http://www.ftc.gov/os/2009/08/R911002hbn.pdf�.


� 45 CFR §164.402


� 45 CFR §164.304.


� 45 CFR §164.402


� ARRA/HITECH Title XIII Section 13400; §164.402,


� 45 CFR § 160.103.


� 45 CFR § 160.103.


� 45 CFR § 164.503.


� 45 CFR § 164.103.


� 45 CFR § 164.503.


� 45 CFR Parts 160 and 164; Final Rules Issued 8/19/09.


� HHS issued � HYPERLINK "http://e.ccialerts.com/a/hBJ7J4dAIyhSgAa0kNPAKpk$-So/cdb24" \o "http://e.ccialerts.com/a/hBJ7J4dAIyhSgAa0kNPAKpk$-So/cdb24" �guidance on protecting personally identifiable healthcare information�; document was the work of a joint effort by HHS, its Office of the National Coordinator for Health Information Technology and Office for Civil Rights, and the CMS (Issued 4/17/09).


� 45 CFR § 164.103.


� 45 CFR §164.530(j)(2).


� 45 CFR §164.402


� 45 CFR § 164.412.


� Some organizations may have obligations under Civil Rights laws to ensure that breach notifications are provided to individuals in alternative languages, and in alternative formats, such as Braille, large print, or audio, where appropriate.  Additional guidance on how to comply with Title VI of the Civil Rights Act of 1964, Section 504 of the Rehabilitation Act of 1973, and the Americans with Disabilities Act of 1990, is available on the OCR Web site at � HYPERLINK "http://www.hhs.gov/ocr/civilrights/" �http://www.hhs.gov/ocr/civilrights/� (HHS Federal register comments, p. 5652, 1/25/13)


� (HHS Federal register comments, p. 5653, 1/25/13)


� Note:  If the breach involves “secured” PHI, no notification needs to be made to HHS.


� For calendar year 2009, the organization is required to submit information to the HHS secretary for breaches occurring after the September 23, 2009 effective implementation date.


� The organization shall delegate this responsibility to one individual (e.g., Privacy Officer).


� Business associate responsibility under ARRA/HITECH, and the Omnibus Rule for breach notification should be included in the organization’s business associate agreement (BAA) with the associate (See � HYPERLINK "http://www.hipaacow.org" ��www.hipaacow.org� for BAA information).


� The organization may want to consider adding this right to complaint about the breach notification process to their Notice of Privacy Practices.


� See HIPAA Enforcement Rule, 45 CFR Part 160, Subpart D, and 42 CFR 1320d-5 as Amended by ARRA Section 13410(d)(3).


 


� 45 CFR §164.503
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